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1. Henp pucuumiuebl. [lepeyeHb NMyIaHUPYeMBIX pe3y/IbTaTOB O0ydeHHsT IO
AUCLIUI/IMHE, COOTHECEHHBIX C MJ/IAaHUPYeMbIMHU pe3y/IbTaTaMH OCBO€HMSI OCHOBHOM
npodeccnoHaTbHON 00pa3oBaTe/IbHOM MPOrPaMMbI

1.1. Iles1b AUCHUIIMHBI

Llens wm3ydyeHUs AWUCHMIUIMHBL (DOpPMHMpOBaHWE 3HAaHWKA O BHAAX Yrpo3 HMH(GOPMAILMOHHOM
Oe3omacHOCTM U €€ CTaHJapTaX, MeToJaX U CpeAcTBaX O0pprObI C yrpo3amMu WH(OPMAI[UOHHON
0e30MacHOCTH, TIPe/ICTAB/EHHUI O TIOUTHKe 0e30MacHOCTH M eé THWIaX, YMeHWH W HaBBIKOB pellaTh
3a/1au, CBsi3aHHBIE ¢ obecreueHneM WH(OPMAIMOHHOM 6e30MacHOCTH MPU MPOEKTUPOBAHUU, BHEIPEHUU
W JKCIUTyaTaliud WHPOPMAIIMOHHBIX CHUCTEM, CIIOCOOHOCTH MCIO/Ib30BaTh OCHOBHI MPABOBLIX 3HAHWHA B
pa3nMuHbIX cepax JesTeNbHOCTH.

1.2. IlepeueHs MJIAHUPYEMBIX Pe3y/IGTAaTOB 00yuJeHHUsI M0 AUCLUILINHE, COOTHECEHHBIX C
IJIAHUPYEeMbIMH pe3y/IbTaTaMH 0CBOeHHUsI 0CHOBHOM npogdeccuoHaIbHOM 00pa3oBaTe/IbHOM
NpOrpaMmsbI

Tabnuiia 1. — Pe3ynbTaThl 00yUeHUs 110 JUCLUTUTAHE

[Tnanupyemsle pe3ysbraThl 0cBoeHUs | Kofi 1 HariMeHOBaHMe UHAMKATOpa [JOCTHKeHHUs] KOMITeTeHLIWY,
OCHOBHOM npodeccroHa/IbHON 3aKperuiIeHHOT 0 3a JUCLATIIUHOMN

oOpa3oBaTeIbHOM TIPOTPaMMBI
(KoMITeTeHIIMM, 3aKperyIeHHbIe 3a
JIWCLIATI/IMHOMN)

KO[, HavMeHOBaHUe
KOMITeTeH |KOMIMeTeHLIUH
LUu

[1K-2 CriocobeH MCTOMb30BaTh ITK-2.1. 3HaTh npeAMeTHYI0 00/1aCTh MPOGUIBHBIX JUCITUTUIAH
0a30BbIe HayuHO-
TeopeTUUYeCKue 3HaHUs,

TIpaKTUYeCKHe YMeHUs U
HaBbIKM 10 ripeaMety st | 11K-2.3. BrazieTh orbITOM 1 HaBBIKAMH MCTIO/Ib30BaHMS 3HAHUH

IMK-2.2. YMeTb aHaMM3UPOBaTh MpeIMETHYI0 00/1aCTh
NpOdUIBHBIX AUCLUTIIUH

TPOEKTHPOBAHHS 1 Y YMeHUH ¥ HaBBIKOB B IPeIMETHOM 00/1aCTH ISl
peasM3aryu TIPOEKTUPOBAHUS 1 peaiM3aruy 00pa3oBaTeIbHOTO Mporjecca
06pa3oBaTebHOr0 TI0 ZIOTIO/THUTE/TbHBIM 00111e06pa3oBaTe/bHBIM MPOrpaMMam
riporiecca Io
JIOTIOJTHATETbHBIM
ob1ieo6pa3oBaTe/ibHBIM
rporpammam

IK-3 Criocoben opranu3oBbiBath |[1K-3.1. 3HaTh OCHOBBI MPOEKTHO-UCC/I€0BATE/THCKOM
TPOEKTHO- JIesITe/TbHOCTH 00yYaroIuXCst
MCCIIEA0BATEILCKYTO I1K-3.2. ¥YMeTb y1aHUpOBaTh, Peaju30BbIBATD,
e Te/IbHOCTh

KOHTPO/TMPOBATh MPOEKTHO-KCC/Ie/JOBAaTeNbCKYIO JesATeTbHOCTh

oOyyJaroImxcst st 00y yJaroIMXCs

AOCTH)KEHUSA pe3y/ibTaTOB

obyueHus [TK-3.3. BnaseTs ONbITOM Y HaBbIKAMU OpraHU3aldn
TIPOEKTHO-MCCIe0BaTe/TbCKOU AeATeTbHOCTH 00yJaroIuXCst




2. CTpyKTypa U TPyA0eMKOCTb JUCL{UIL/IUHbI

OObijasi  Tpy0eMKOCTb (00beM) JUCLIMITIMHBI COCTaB/isieT 2 3ayeTHble eAWHUIIBI (3.e.), 72
akKajJieMUyeCKUX YacoB.

Tab6suia 2 — O0beM JUCIUIINHEI

o Bcero, KonuuecTBo uacosB B

Busl yue6HOM paboThI
4yacoB cemMecTpe

OO0111as1 TPY0EMKOCTh AUCLUATITMHBI 72 10 cemecTp - 72
KoHTakTHast paboTra 06yuaroimxcs ¢ rpernozaBaTesieM 1o 48 10 cemecTp - 48
BH/IaM YUeOHBIX 3aHSTHH (BCET0)
B TOM YHCJIE:
JIeKLIMU 16 10 cemecTp - 16
71ab0paTopHbIe 3aHATHS 16 10 cemecTp - 16
IIpaKTHUyeCKUe 3aHATUS 16 10 cemecTp - 16
[pyrue Bugpl paboT B cooTBeTcTBUU C YII:
KOHTpOJ/TbHasi paboTa 0
KOHCY/IbTaLiU 0
CamocTosiTenibHast paboTa 00yJaromuxcs (BCero) 24 10 cemectp - 24
N3 Hux:
KOHTPOJIb 0
OKP:
3auem 0.2 10 cemectp - 1
3auem C OyeHKol 0
Kypcogasi paboma (npoekm) 0
5K3aMeH 0

3 CopeprkaHue AUCIUILUIUHBI
Tabmria 3 — CogepykaHye JUCITATUTAHBI

Ne |Pa3gen (TeMa) AMCLMIUIUHBI Bugel gedarensHOCTH @dopmMa TeKyl1L[ero
n Jlexk, |JIa6, |II, 3y, |CPC, KOHTpOJI51
yac. |uvac. |uac. |uac. |wac, |YCIEBAEMOCTH
5 Kypc / 10 cemecTp
1 |Pa3gen 1. udopMalMoHHBIE PeCypPChl.
WudbopmaionHas 6e30MacHOCThb
1.1 | ’ndopmaLimoHHbIe pecypcChl 2 2 4 4 JlaboparopHast
pabora,
OCHOBHbIE TIOHATHS, KIacCUpUKaLys [TpakTHueckue
VMH(OPMaILMOHHBIX PECYPCOB paboThI,
TectupoBanue,
I'pyniroBoit
orpoc
1.2 | IndopmarpioHHasi 6e3011acHOCTb 4 2 4 4 ['pyninoBou
Or1poc,
[MToHsiTHe MHGMOPMALIMOHHOW 6e30T1aCHOCTH, TectupoBanue,
K/1accugukalysa. OCHOBHbIE COCTaBJISIFOLIE JlabopatopHast
nH(pOpMaLMOHHOM 6e30MacHOCTH. pabora,




Kraccudukaiysi MeTozioB obecrieueHust [TpakTrueckue
WH(POPMaI[MOHHOW 06e30TTaCHOCTH paboThI
2 | Pa3spen 2. MeTtoabl 1 Cpe/iCTBa 3alUThI
nHpopmaruu. KommbroTepHasi 6e301acHOCTb.
2.1 |MeTtopp! U cpeAcTBa 3alllUThl UHPOpPMaLuu. |6 4 4 7.8 TectupoBanue,
['pynnioBou
IIpaBoBas 3awura. OpranusaliOHHas oI1poc,
3amura. MiHkeHepHO-TeXHWYecKas 3alluTa. [TpakTryeckue
KpunTorpaduueckuie cpeficTBa 3allUThb paboThI,
JlabopatopHast
pabora
2.2 | KomribrotepHasi 6€3011acHOCTb. 4 8 4 8 [TpakTryeckue
paboThI,
3allMTa KOMIbIOTePHOU UH(pOpMaliX OT JlaboparopHasi
HeCaHKLMOHUPOBAHHOTO JI0CTYTa. YTPO3bl pabora,
6e3omacHOCTH WHGMOPMALUH B TecturpoBaHue,
KOMIIbIOTEPHBIX cucTeMax. [laponbHast ['pyrinoBoii
3all[1Ta ONepalyoHHbIX CUCTEM OTpocC
3 | 3auer 1 0.2
Wroro 1o 5 kypcy 10 cemecTpy 16 16 16 1 24
WTroro no guciynivHe 16 16 16 1 24
Tabnuiia 4 — JlabopaTtopHble paboThI
Ne |HaumeHoBaHue 1ab0opaTOpPHBIX pabOT O0mbewm, yac.
n/n
Tabmuria 5 — IIpakTHueckre (CeMUHAPCKHE) 3aHSATHS
Ne |HavmeHoBaHMe CeMHUHAPCKUX W MPAKTUUECKUX paboT O06mbem, uac.
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4. ®oHJ| OLIeHOYHBIX CPEJCTB //IA MPOBeeHHUs MPOMe)XYTOUHOH aTTecTanuu
00yUaIOIIMXCS 110 JUCI{HII/THHE

KputepusiMi OLIeHUBAaHUsI SIBSIFOTCS Oasiibl, KOTOpbIe BBICTAB/ISIOTCS 3a BUABI [IeSITeTbHOCTH
(oLleHOUHBIE CpeACTBa) MO WTOraM M3ydyeHUs: MOAy/ed (pa3fesoB AUCLMIUIMHBI), MEePeYrCc/IeHHbIX B
PEUTUHI-TI/IaHe AUCLIMIUINHBL. banibl, BbICTaB/issieMble 38 KOHKPETHbIe BH/bI JeSITe/IbHOCTU MPe/iCTaB/IeHbl
HIDKE.

KoHTponbHbIe 3ajaHus /11 IPOBeieHus
TeKyLlero KOHTPOJIs1 ycieBaeMoCTH

TecToBbIe 3agaHusI

OmucaHue TeCTOBbIX 3a/laHWI: TeCTOBble 3aJaHWs BK/IIOUAIOT TeCThl 3aKPhITOrO THMa (C OAHUM
MPaBWILHBIM OTBETOM), TeCTbl Ha YCTAaHOBAEHUM TOC/Ae0BaTeIbHOCTU UM Ha YCTaHOBJ/IEHHE
cootBeTcTBUs. OlleHKa 3a BBHITIOJIHEHWE TECTOBBIX 3a/laHWM BBICTAB/ISETCS Ha OCHOBAHWUHM TIPOL[eHTa
3a/laHUl, BBITIOJIHEHHBIX CTYJeHTAMU B TMPOLeCCe TIPOXOXKIAEHUs TPOMEXKYTOUHOTO U PYOEXKHOTO
KOHTPOJIs1 3HAaHUM

Kakoti 13 nepeunc/ieHHbIX CTI0COOO0B MOAK/TFOUEHHs K ceTH VIHTepHeT obecreurBaeT HauboJIbIITe
BO3MO)KHOCTH /151 IOCTYTa K MH(GOPMALIMOHHBIM pecypcam:

1.TepMuHa/IbHOE COeHEHUe 110 KOMMYTHpyeMoMy Tefie)OHHOMY KaHamy;

2.BpeMeHHbIN JOCTYII 10 Tesie)OHHBIM KaHaslaM;

3.1I0CTOSIHHOE COeJJMHEeHNe 110 ONTOBOJIOKOHHOMY KaHasy;

4.TI0CTOSIHHOE COeJJMHeHHe TI0 BblJie/IeHHOMY KaHasly;

5.yZlaneHHbI{ JOCTYII 10 TefeOHHbIM KaHaaam?

KommibroTep, MoJK/II0UeHHBIN K ceTH Internet, 00si3aTe/IbHO UMeeT
1.WEB-cTpanuy;

2.URL-azpec;

3.10MeHHOe UMSI;

4.1P-agpec;

5.poMatnHior WEB-cTpanuiy

Komruiekc arimapaTHbIX ¥ POrPaMMHBIX CPeZICTB, TIO3BOJISIFOLIMX KOMITbIOTepaM 00MeHHUBaThCs
JlaHHBIMH, - 3TO:

1.maructparis;

2.apamnrep;

3.uHTepdeiic;

4.11UHBI JAHHBIX;

5.KOMITbFOTEpHAS CeTb.

dopMbI 3alUTHI UHTE/IEKTYaIbHOW COOCTBEHHOCTH -
: aBTOPCKOe, TIaTeHTHOe MPaBO YU KOMMepuecKas TaliHa
: UHTeJIJIeKTya/IbHOe TIpaBO U CMeKHbIe TIpaBa

: KOMMepuecKasi ¥ ToCylapCTBeHHasi TaiiHa

: TP@KJaHCKOe U aJIMUHUCTPAaTUBHOE I1IpaBo

[To npuHaAIEXXHOCTH UH(POPMAaLIMOHHBIE PeCyPChl TIOApPa3e/sitoTCs Ha
: TOCyZlapCTBeHHbIe, KOMMepUeCKUe U JIMUHbIe

: TOCyZlapCTBeHHbIe, He TOCyJapCTBeHHbIe U MH(GOPMAI[UIO O FPpaXKAaHax
: “H(OpMal[1I0 FOPUANUECKUX U (PU3NUeCKUX JIUL]

: oduIManbHbIe, TPAXKAAHCKHEe U KOMMepuecKue



K HerocyziapcTBeHHbIM OTHOCATCSI MH(OPMaL[MOHHbIE PeCypChl

: COo3/laHHbIe, TPUOOpeTeHHbIe 3a CYUeT HEeroCYAAPCTBEHHBIX YUpeX/|eHUI U opraHu3aLui

: CO3ZIaHHbBIe, TPUOOPEeTEeHHbIE 3a CUeT HeroCy/lapCTBeHHBIX TIPeANPUATHNA U (HHU3HUUeCKUX JIUL]
: TI0JyYeHHbIe B pe3y/bTaTe JapeHus I0prUAuueCKUMHU Wik (GU3ryeCKUMH JULIaMA

: BC@ YKa3aHHble

MeToauueckrie MaTepuasbl, ONpe/ieisitolliye TpoLeAypy OLleHHBaHKS BbITIOTHEHUSI TeCTOBbIX 3a/laHui

OrnucaHre MeTOAVWKY OLIeHUBaHUS BBITIOJIHEHHS TECTOBbIX 3a/JaHUM: OLIeHKA 3a BBITOJIHEHUE TeCTOBbIX
3a/laHUM CTAaBUTCSI HA OCHOBAHUWU T0/[CYeTa MPOLieHTa MPaBU/IbHO BBITTOJIHEHHBIX T€CTOBBIX 3a/laHUM.
Kpurepuu onenku (B 6a1ax):

- 9-10 6asI0B BLICTAB/ISAETCS CTY/IEHTY, €C/IU TIPOL[eHT MPaBU/ILHO BLITIOTHEHHBIX T@CTOBBIX 3a/laHUM
coctaBnsieT 81 — 100 %;

- 7-8 6asl/I0B BBICTAB/SETCS CTYAEHTY, eCJTH MPOLIEHT TPABW/IbHO BBITOJIHEHHBIX TECTOBBIX 3a/[aHUI
cocTtaBasieT 61 — 80 %;

- 4-6 6aslsIOB BBICTAB/SETCS CTYAEHTY, eC/TH MPOLIEeHT TPABW/IbHO BBITOJIHEHHBIX TECTOBBIX 3a/JaHUI
coctaBasieT 41 — 60 %;

- 10 4 6aJI/I0B BBICTAB/ISIETCS CTYAEHTY, eCJ/TH MPOLIEHT MPABU/ILHO BBITTOJHEHHBIX TECTOBBIX 3aJJaHUM
coctaBnseT 40 %;

KoHcniekT

TeMbl /1711 KOHCIIEKTOB:

ocToMHCTBA ¥ HeJOCTAaTKK peasr3alui 1 00paboTKH paiiOTeXHUYeCKUX CUTHA/IOB LU(POBLIMU
MeTO/|aMH.

KopupoBanue nHpopmanym

«HecaHKI[MOHUPOBAHHBIN» U «HEaBTOPHU30BaHHbBIN «IOCTYII K MH(MOPMAL[Un».

Pa3nuiia Mexay “3armuront nHdopmaiyn” u “uHdopMaliioHHON 6e30MacHOCThIO”

bokupoBKa HeaBTOPU30BAaHHOTO /I0CTYTIA K MH(MOpMaL1u.

[TpaBoBbIe acreKThl 3alUThl THPOPMALIUU

MeToauyecKkrie MaTepuasbl, Orpeessitoliye poLeaypy OLleHUBaHUsT KOHCITeKTa

Kpurepuu onjeHKu:

- ONITUMaJTbHBIN 00beM TeKcTa (He Oosiee OFHOM TPeTH OpUrHHA/Ia);

- JIOTUYeCKOe TIOCTPOEHUE U CBA3HOCTb TEKCTa;

- TI0JTHOTA/ T/TyOMHA U3/IOXKEeHHUsT MaTepHrasia (Haluuue KTFOUeBbIX TTOJI0KeHUH, MbIC/IeH);

- BU3yanu3alus MHPOpMaLMu KaK pe3y/ibTar ee 00paboTKu (TabUL[bl, CXeMbI, PUCYHKH);

- oopmsieHHe (aKKypaTHOCTh, COO/TIO/ieHr e CTPYKTYPhl OPUTHHATA).

1- BBICTaB/ISIETCS], €C/TM TEKCT KOHCTIEKTa 0(hOpMJ/IeH aKKypaTHO, BBIOpaHO IJIaBHOE U BTOPOCTENeHHOe,
BbI/le/IeHbl K/TFOUeBble C/10Ba Y MOHATHS, KOHCIIEKT HalKCaH JIAKOHUYHO C IPUMeHeHHeM CHCTeMbl
YCJIOBHBIX COKpallleHHH.

IIpakTHueckue padoThI

[TpakTueckrie paboThI, SIBJSIFOTCS Ba)KHBIM MCTOYHMKOM TIO3HaHWs HOBOTO Marepuasa, CroCOOCTBYIOT
(hOpMHPOBAHUIO U COBEPIIIEHCTBOBAHUIO ITPAKTUUECKUX YMEHHH 1 HaBbIKOB 00yJaroIMXxCsl.
[MTpakTryeckuie paboThI

[TpakTuyeckast pabora Ne 2

«QUPPOBAS ITOAITCh»
Lleab_pabombl — OcBoeHre TIPaKTUYeCKUX HABBIKOB IpUMeHeHusl MU(POBOM ToAmucH. Peanmmsaiys

TIPOCTeHILIero reHepaTopa naposiel, obazaroriero TpedyemMoli CTOHKOCTBIO K B3/IOMY.
* Marepuas




Iudposas nognuce

PGP (Pretty Good Privacy) - mporpamMma, ciayailas Al KOAWPOBAaHUS W/WIA TOAMUCHIBAHUS
coo01ijeHu, ¢aitioB 1 mobol Apyroi nH(oOpMalyy, TIpeCTaBIeHHON B 3/IeKTPOHHOM BHie. B ocHOBe
pabotel PGP nexxut anroputm RSA (Rivest-Shamir-Adelman), ocHoBaHHBIN Ha Ha/IMUUU JIBYX K/TFOUeH -
OTKPBITOTO M CeKpeTHOro. OTKPBITHIM K/IOU pPaclpOCTpPaHsIeTCsl MaKCMMa/lbHOMY KO/I-By /rofied (uepe3
KeyServer'a, TMuHO, U T.I.), @ CEKPETHBIN JJO/KEH HaXOUThCSl TO/IBKO Y Bilafienblia (IpruueM B Ha/|eXKHOM
MecTe, eC/i K KOMITbIOTepy Ha KOTOpOM BbI paboTaere, UMEIOT AOCTYIl Apyrue JIOAU - XpaHWTe CBOM
CeKPEeTHBIM K/TFOY Ha [JUCKeTe).

KpunTrocroiikocte anroputMa RSA ocHOBBIBaeTCsl Ha TOM, UTO COBPEMEHHOUM MaTeMaTHhKe He W3BeCTHbI
aJITOPUTMBI Pa3/IoXKeHHsT OOJIBIINX MPOCTHIX (PEKOMEHAYI0 WCIO/Ib30BaTh KIrouu He MeHee 1024 6ur)
yuCesl 3a peasibHOE BPeMs.

Utak, Bel xoTHTe niepesiaTb MHe Kakoi-1100 (haiis TIo 371IeKTPOHHOM 10UTe M MPH 3TOM OBITh YBEPEHHBIM,
YTO HUKTO JPYrod KpOMe MeHsl He CMO)KeT MPOYMUTaTh 3TOT Qail - Bbl GepeTe Mol OTKPBITBINA KITHOY,
KOZiUpyeTe MM CBOM (ailn u ornpaeisieTe (aiin MHe. HUkTOo KpoMe MeHs1 (BK/touyass Bac) He cmoxer
TIPOUUTATh STOT 3aKOMPOBAHHBIN (aiin 6e3 Moero cekpeTHoro Kiwoya. Jpyroii mpumep - Bbl xotuTe,
OTIpaBJ/Isisi CBOM MHChbMAa OBITH YBEPEHHBIM B TOM, UTO HMKTO He WCKa3Wl COAEP’KUMOTO THChMa, IS
3Toro Bel mojmnuceiBaeTe MUCbMO 3/1€KTPOHHOM TMOZIMCBHIO C MOMOLBI0 Ballero cekpeTHOro Kjatoua u
noceliaete ero (muicemo). IlomyunB Bamie mucbMo U 006mafas BamiuM OTKPBITBIM K/THOUOM, SI MOTY
YAOCTOBEPUTHLCSI B TOM, UTO HU OZIUH OUT uH(pOpMaLy He ObLT UCKaXKeH MPH MPOXO0KAeHUH MHChMa.

[ns Hayasma HY)KHO CO3[aThb Mapy K/aroueill (OTKPBITBIA M 3aKphIThbIM). OTO [e/aeTcsi C TOMOLIbIO
nporpamMbl PGPkeys. PekoMeH/lyeTCsi MCI0/Ib30BaTh K/itoud He MeHee 1024 6ut. Baia mapa kitoueid
3aHeceTCsl B OOLMIA CTIMCOK /JOCTYIHBIX BaMm Kitoueli (B OCHOBHOM KOHEUHO OTKPBITHIX). Temepb nmest
napy Kitoueii Bel MoXxeTe /1erko moJnuchiBaTh, KOAUPOBaTh (Paiisibl

PekoMeH/lyeTcs /lefiaTb pe3epBHYI0 KOMMIO 0asbl JaHHBIX OTKPBITBIX Kitoued (pubring.pkr), a Takke
XPaHUTb CeKpPeTHbIN Kitou (secring.skr) u ¢aiin randseed.bin Ha frckeTe HOCTYNHOM To/bKO Bam.

Onucanue ocHoB PGP

PGP mnpepcraBnsier coboil rMOpHAHYI0 CHUCTeMY, KOTOpas BK/IIOYaeT B cebsl aJrOPUTM C OTKPBITHIM
K/TFOUOM (aCHMMETPUYHBIM anroputM) U OOBIUHBINA a/lTOPTM C CEKPeTHbIM K/IHUOM (CHUMMeTPUYHBIM
aIrOpUTM), 4YTO JlaeT BBICOKYHO CKOPOCTb, XapaKTepHYH [/ CHUMMETPUYHBIX aJrOpUTMOB U
CyllecTBeHHble yA00CTBa, XapaKTepHble [Js1 KPUNTOTpapuu C OTKPBITBIM KitouoM. C TOUKU 3peHust
nonb3oBarenisi PGP BezeT cebst Kak cucTemMa C OTKPBITBIM KJIFOUOM. B KpumnTocucTeMax C OTKPBITBIM
K/IFOUOM TeHepHpyeTCsl C TIOMOILBI0 CIeLyaabHOr0 MaTeMaThyecKoro ajropuTMa Iapa K/roued - OJuH
OTKPBITHIA ¥ OJUH ceKpeTHbIN. CoobirieHne mmdpyeTcsi C MOMOIIBIO OJHOTO KJTFOUa, M JeIlIu(pyeTcs ¢
MOMOIIIbIO IpYroro (MprYyeM HeBa)KHO KaKMM HMMEHHO W3 [IByX KJIOUell MPOU3BOAMUTCS IIM(pPOBaHUE).
Coo01ieHne Henb3si pacindpoBaTh C MOMOIIBI0 Kimfoua mdpoBaHusi. OOGBIYHO BbI OIMyO/IMKOBBIBaeTe
CBOM OTKDBITHIN KJIIOY, flefiasi ero JOCTYMHBbIM JH000My, KTO 3axoueT I0cC/iaThb BaM 3alivdpoBaHHOE
coobmjerre. Takoii yenoBek 3ammmdpyer cooOIIeHre BalliM OTKPBITHIM KJTFOUOM, TIPH 3TOM HU OH CaM,
HU KTO JIDyrOM He MOTYT pacludpoBarh MppoBaHHOe coobirieHre. ToMbKO Bbl MOXKeTe pacLIugpoBaTh
coo01jeHre, TO eCThb TOT YeJlOBeK, KOTOPHI MMeeT CeKPeTHBIM KJIIOU, COOTBETCTBYIOI[UM OTKPBITOMY
Karouy. OueBHIHO, UTO CeKPeTHBIN KJIF0U ZIO/KeH XpPaHUTLCSI B CeKpeTe CBOMM obrajjaTrerneM.

OrpoMHBIM TIPEMMYIIECTBOM TakKoro criocoba mm@poBKU SIBASETCS TO, YTO B OT/IMUKE OT OOBIYHBIX
MeTO/I0B IM(ppoBaHusi, HeT HeoOXOAMMOCTU HMCKaTh Oe3oracHbIii crocob mepejauu K/aroua afipecary.
[pyroii nosie3HON 4epTOl TaKUX KPUMTOCUCTEM SIB/ISETCS BO3MOXKHOCTh CO3JaTh LM(POBYIO "MOAMUCH"
cooO1rieHus1, 3alM(ppPOBAB €r0 CBOMM CeKPeTHbIM KJIFOUOM. Terepb, C TOMOILBIO Balllero OTKPBITOTO
K/Troua 000 CMOXKeT paciivdpoBaTh COOOIeHHe W TaKUM 00pa3oM yOemuThCs, UTO ero 3ammdpoBa
JeMICTBUTEJILHO Brajiesiel] CeKPeTHOIoO KJIroya.

PGP wucrosnb3yeT A5 mMbPOBaHUS aJTOPUTM C OTKPBITBIM K/touOM RSA B mape ¢ 0OBIYHBIM MeTOIOM
um@posanus IDEA. B metoge IDEA pgns mmdpoBaHusi UCMIONB3YETCSl OAWH K/IHOU, U KakK U B JPYTUX
CUMMETPHUYHBIX KPHUIITOCHUCTEMAX, TOT e Kiou gemm¢poBeiBaeT coobmenne. PGP wucnonb3yer
anroputM RSA panis 3ammdpoBku kioua IDEA ¢ moMOIbl0 OTKPBITOrO K/koua ajipecara. Ajipecar,



npuHSB coobijenre c romorbo PGP, pacumdpyer stoT cekperHsiii kmtou IDEA. [lanee ocrambHas
YacTh coo0I1eHus paciiipoBbIBaeTCs MPUHUMalOLIel cTopoHoi Metoziom IDEA.

IDEA c kimrouom K metonom RSA |
TEKCT C TIOM. OTKPBITOTO |

| ktoua E Anucet |

| | 9Ty koo PGP

| | \ ucronb3yer

| | / ®ensi; oH 3HaeT

V V | OTKpPBITBIN KJTHOY
Coo011jeHre COCTOUT | AJTUCHI
n3 RSA-mm¢posanHoro |
ktoua K u Tekcra, |
3amm@poBanHoro 1o IDEA /

1
Vv

CoobiieHue 110 e-mail
oTrpassseTcs K Ajvce

|

|

V

\

Kitou IDEA paciimmdpoBbiBaeTcs |
cekpeTHbIM KrouoM RSA Anucel | Anuca
| uconb3yet

||\ cBoro komuto PGP

|| / v 3HaeT cBoit

\/ | ceKpeTHbII

| KTrOu.

TekcT pacimpoBbIBaeTCs |

¢ oM. kroua IDEA /

Maremarnueckue oCHOBBI RSA

RSA wucnone3yer onepaijyio BO3BeJleHUSI B CTeleHb II0 MOAY/IO /s LM(POBKUM M Aelnu(ppOBKU
coo011eHus1, KOTOPOe T0JTy4YaeTcs MyTeM MepeBofia TeKCTa B IU(POBYI0 Gpopmy.

Anroputm RSA u reHepanus Kiawoueu

dynkIms mmdpoBkH, ucrosbdyeMas B RSA, Beirisiaut tak C = TAE mod N, rae T nipescTtaBnisieT coboi
mmpyembiii TeKcT, C - 3ammdpoBaHHbIN TeKCT, a E mpejcTaBsieT co00W OTKPBITHIN KiItou. [Ipyrumu
cinoBamy, T Bo3BoauTCA B crerneHb E o moaymnto N. [is ipumepa, 2 B cTeneHy 3 JaeT 8, a 2 B cTeneHu 3
1o moay/o 7 ectb 8 mod 7, uto paBHO 1. ®yHKIus AeiidpoBaHus BeIgAUT Tak: T = CAD mod N rae
D mipepcraBnsier coboii cekpeTHbId Kitou. [lapa kmoueli E v D pomkHa ObITh BeIOpaHa Tak, uto E
siBNsieTcsi 00paTHBIM K D 10 OTHOLIEHHI0 K Orepalydy BO3BeJeHUst B CTereHb 10 MoAymo N. VHbiMu
cnoBamu, (TAE mod N)AD mod N = TAED mod N = T.



[y Toro, uTOOBl HAWTU TIOAXOASIIYIO Tapy, [/ KOTOPOW 3TO PaBeHCTBO BEepHO, HaM HAaJ0 3HATh
¢yukyuro Slinepa neperoca? (Euler's totient function), J(N) asis faHHOTO 3HaueHUs1 MOAy/ast N. DyHKIUS
Oiiiepa mipefcTaBisieT cOOOM KO/MYECTBO uucesl B uHTepBasie OT 1 710 N-1, KOTOpbIe SIBJISIFOTCSI
npocmbiMu omHocumenbHo N. J1nis HaxoxzaeHust dyHkuyud J(N) Hezlo, B CBOIO ouepe/ib, HAUTU MPOCTbIe
¢akTopsI N.
dyHpamMeHTa/IbHasA TeopemMa apudmernku: Jlro60e He TIPOCTOE YKUCIO MOXKeT OBbITh Tpe/CTaB/IeHo Kak
TIPOM3Be/IeHHe YHUKALHOTO Habopa MPOCThIX UUCeT.
OTHoCHTe/IbHO MPOCThIe uMcaa: [lBa yKc/a Ha3bIBaKOTCS OTHOCUTE/BHO IPOCTBIMM, eC/IU Cpefu UX
MPOCTHIX ()AaKTOPOB HET O/IHAKOBbIX.
Wtak, HaM Haj0 HaWTu Habop mpocThix (akTopoB umcsia N AJisi TOro, 4ToObl BBIYMCIUTH (PYHKIUIO
Ounepa. J(N). HaxoxgeHue 3TUX (DaKTOPOB sIBSIETCS 3ajjaueil Ype3sblualiHO C/I0XKHOM - MpaKTUYeCKU
abCoOMIOTHO HEBO3MOKHO [JIs1 OCTAaTOuHO OonbImx N, ¥ MMeHHO 3TOT ¢dakT u fernaer PGP takum
Ha/Ie)KHBIM MeTozioM I poBanus. s 3amanHbix N u E Bbl He MokeTe Haith D (4, TakuM oOpasom,
pacimm@poBark coobirieHre) He 3Hasi MPOCTBIX (aAKTOpOB uuciaa N, UTO HAaCTONbKO TPyAHO, uro PGP
SIBJISIETCS BUPTYaIbHO HEBCKPLIBAEMOW TTPU AOCTAaTOYHO Oosbimx N.
[MpakTryeckuii criocob creHepupoBaTh IMapy K/HOUel - 3TO CHauala CreHepupoBaTb camo N myTeM
YMHOXXeHHSI JBYX OOJIBIIMX MPOCTHIX urcesn P 1 Q, Tak uTo mpocThie GakTopsl N Mbl yke 3HaeM. st
yKCla, KOTOPOe UMeeT TOJILKO ZiBa MPOCThIX (PakTopa (Kak B HallleM ciydae), GyHKIMs Diljiepa paBHa:
J(N) = (P-1)(Q-1)
Ternepb Mbl BbIOMpaeT HeKOTOpoe unciio E, KoTopoe siB/isieTcs TPOCThiM oTHOcuTenbHO J(IN) (3auem Ham
3TO YC/I0BHE Mbl YBUIUM HIKe). Ham Hazio Haliti D, KoTOpoe siB/isieTcst 00paTHBIM K E M0 OTHOIIIeHHIO K
orepalvy BO3BeZleHUsi B CTeleHb 10 MoAyMo N. DTO MOXKHO cAienath, 3Hast J(N).
VmeeTcsi ipaBW/io B MOAYAbHOW apudMeTHKe, Iiacsilee, UTO eC/id Orepalysi 80368e0eHuUsl 8 CmeneHb
VCTIO/b3yeT MOAYAb N, TO ToOKasaTe/lu SKCIOHEeHT [OJ/DKHbI HCIosb30BaTh moaynb J(N). Hanpumep
paccMOTpUM,
(TAE mod N)\D mod N = TAED mod N
Oxka3bIBaeTCsi, UTO YMHOXaTh MoKa3aresu crereHu E 1 D Mbl JO/DKHBI ¢ ucnonb3oBaHueMm mod J(N), a He
mod N. [Ins Toro, utoObl Ajis 3aJjaHHOTO TIoKa3aress miMdpoBku E HaliTh rnoaxopsiiee oOpaTHOe YKUC/IO
D, Ham cniefyeT ynoB/IeTBOPUTh PaBEHCTBO:
TNED mod N =T
Ins storo pocratouHo, utobel ED mod J(N) = 1, tak kak TAl mod N = T. Tak uto mpobiema
HaxozaeHUss D cBoautcs K mpobreMe HaxoxkAeHHs uncia, obparHoro E mo moxymo J(N), uto c
BBIUMC/IUTE/IbHOW TOUKM 3peHusi TpuBUaabHO. CrielyeT OTMETUTb, UTO B MOAY/IbHOW apu(MeThKe eCThb
3aKOH, TVIaCSIIIWM, UTO JJisl 3aJaHHOTO MOAY/st M UrcIo MOXXeT UMeTb 00paTHOe OTHOCUTENbHO Orlepariuu
YMHOJKEHHSI 110 MOAY/IF0 M TO/BKO eC/IA OHO £6/151emcsi OMHOCUMe/AbHO NPOCMbIM TI0 OTHOLLEHHIO K M.
Bot nouemy Mol Bbibupanu E Kak He uMetolriee obmmx npocTbix (akropoB ¢ J(N), Tak, yTOObI y HEro
umesioctb obpatHoe D mo mopaymo J(N). TpuuanbHble koMOuHalmu E u D (Hanpumep E = D)
0TOpachIBAOTCS KaK HETOAXO/sIIe C TOUKU 3PeHUsi CeKPeTHOCTH, U Tor/a BeiOupaem HoBoe E.
Korza Mb1 BeIOpanv 3HaueHue N, U creHepupOoBasid Haili Kimtoun E u D, MoxkHO 3a0bITh 0 P, Q u J(N) Tak
KaK OHM CJiefia/id CBoe Jiefio. Mbl uMeeM MoAXO0ZsLMe KIHUM K(POBKYU U JenppoBku E u D
C=TNE mod N and T = CAD mod N
(Ha camoM [lesie COBEpILEHHO He Ba)KHO Kakoul W3 Kitoueid D v E cumTaeTcs Kiao4doM ngpoBku). He
3Has urcen Py Q mpakThuyeCKU HEBO3MOXKHO BbIYMC/INUTE J(N) U, c/iefjoBaTe/ibHO, HAUTU D 10 3aZJlaHHOMY
E nipu Gosbivx 3HaueHusix N, Tak uTo MK poBaHUe SIBISIeTCs Ha/l@XKHbBIM.
HTOoroBbIii CNUCOK LIAroB, HEOOXOAMMBIX /1A TeHEePALUH K/TI0Ya

* Bribupaem napy rnMpon3BOJ/IbHBIX OO/BIINX MPOCTHIX uKicen P u Q v HaxoauM N myTeM YMHOKeHUst

* Brrurcnsiem gynkuuro ditnepa uucia N, J(N) = (P-1)(Q-1)

* Bribupaem uncsio E Tak, 4To0bl OHO ObIJI0O OTHOCUTEIBHO MPOCTBIM 110 OoTHOIIeHHo K J(IN)

» Haxomum D, obparHoe umc/io K E 1Mo OTHOIIIEHHIO K omeparuu yMHOXXeHUst 1o moayso J(N), u

TpUBUA/IbHbIE 3HaUeHU OTOpaKOBbIBaeM Kak HecekpeTHble (E=D)
» Haiigg noaxofsInyro mapy Kiatodeid, Kimtou E 0ObsIB/IIEM OTKPBITBIM U €r0 MOXKHO HCIT0/Tb30BaTh
Ji1st M POBKU COOBIeHUH, aZipecoBaHHbBIX Biajenbuy napel E u D: C = TAE mod N
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* Kirou D mepXUTcsi B ceKpeTe W UCIIONB3YeTCs /s Aeln(pPOBKY MO/MyUeHHBIX coobmmenmii: T =
CND mod N

Hapexxnoctb RSA

dakropuzaisi N r1ipuBeJeT K BCKpbITHIO anroputMa RSA. He O6b10 OdokaszaHo, 4YTO HeT
TIOIMHOMMA/IBHOTO TIO 3aTpaTaM BPeMeHH DeIleHHs 33/jaull HaXOKJEeHHsS] TIPOCTBIX (PaKTOPOB OOJBILIOrO
yrcna (To ecTb BO3MOXKHO, uTo B OyaymieM OyaeT HalifieH aaropuTM, KOTopbid (akropusyer N
JoCTaTouHo ObIcTpOo A7t BCKpbITUs RSA). OpHako, HeCMOTpPSi Ha TIOCTOSIHHOE TIPOJBIDKEHHE B
anroputMax (pakTopuszalM, HM OJUH M3 HUX He Y/JOBJIETBOPSIET KPUTEPHIO IOJIMHOMUAIBHOCTU IO
BpPeMeHH, uTo cZesiano O mpobremy RSA paspermmoi.

Ba)kHO OTMeTHThb, UTO He ObUIO [J0Ka3aHO, uTo be30macHOCTb RSA 1ie/TMKOM 3aBUCHUT OT TIPOGIeMbI
HaXOKZAEHHS MPOCTBIX GakTopoB Oosbiioro urciaa. OHako Bce Apyrue criocobbl HaxokaeHus: D o
3aaHHOMY E OKasanuch SKBUBAJIEHTHBI 10 3aTpaTam 3azade (pakropusanuu N. ECTb BepOSITHOCTb, UTO
OyzeT Hali[ieH a/irOpUTM Ji7Isl HaXoKzZeHus1 E-Toro KopHsi 110 Moaysro N Goree MpOCTHIM MyTeM, YeM
(akropusanusi N. Tem He MeHee, 10 CHX TTOp He ObLT Hak/leH Takoi anroput™M U RSA Beiziepxasn
OTPOMHOE YMCJIO TOMBITOK BCKPBITHUS.

MeTozryecKrie MaTepuasbl, OTIpeZesoLye TIPoLielypy OLieHHBaHMS BBITIOHEHUs] TIPAKTUYeCKUX paboT

OrmicaHrie METOIMKY OLIeHUBAHUS BBITIO/THEHHS PAKTUUECKHX PabOT: OLleHKA 3a BBITIOTHEHUEe TeCTOBBIX
3a/laHW CTaBUTCSl HA OCHOBAHUM 3HaHUs TeOPeTUUeCKOTr0 MaTepuasia 1o TeMe NpaKTHueCcKoi paboThl,
yMeHHIi ¥ HaBBbIKOB TIPUMeHeHHs 3HaHUH Ha MPaKTHKe, paboThl ¢ 060pyi0BaHNEM, aHA/TM3UPOBATh
pe3y/bTaThl IIPaKTUYeCKOW paboThI.

Kpurepuu onenku (B 6a/u1ax):

- 5 6a/I/IOB BLICTABIISIETCS CTYAEHTY, €C/IN IeMOHCTPUPYIOTCS 3HAHHUS TeMBI, LI/ W 3afiad TIPaKTU4e CKOH
paboTsl, X0Aa paboThl, MPUMeHsIeMbIX METO/IUK MCCIeA0BAHMS; IeMOHCTPUPYETCS TOJTHOe 3HaHHUe
TeOpeTHUeCKOro MaTepuaJa o TeMe TpaKTHUeckor paboTsI (B rpoLiecce 0O6CyXJeHusl, TIPU OTBeTe Ha
KOHTPOJIbHBIE BOIIPOCHI); A€MOHCTPUPYIOTCS yMEHHSI M HaBBIKK paboThI ¢ 060pyj0BaHNEM, TTPUMeHeHHS]
3HAHUS Ha TIPAaKTHKe, aHa/lu3a pe3y/IbTaToOB MPAaKTHUeCKOW paboThl U (OPMY/IMPOBAaHKE BLIBOJIOB,
B/1aJileH/e HaBblKaMU IPUK/IaHOM [1esiTe/IbHOCTH;

- 4 6as1a BBICTAB/ISIETCS CTYJEHTY, eC/T JeMOHCTPUPYIOTCS 3HaHUSI TEMBI, 1e/TM U 3a/ja4 MPAaKTHUeCKOH
paboTsl, xoza paboTel, UMetoTCs Pobesibl B 3HAHUH MTPUMEHSIeMbIX METO/MK UCC/IeJOBaHMS;
JIeMOHCTPHUPYEeTCS HeTIoJTHOe 3HaHue (haKTHueCKOoro MaTepHasia 1o TeMe MpPaKTH4eCcKoi paboTsl (B
nipotiecce 00Cy>KeHus, TIPY OTBeTe Ha KOHTPOJIbHBIE BOTIPOCHI); IEMOHCTPUPYIOTCSI HEKOTOPbIe
HeJJ0CTaTKW yMeHusi pabortaTb ¢ 000pyoBaHUeM, IPUMEHSITh 3HaHWs Ha MTPAKTHKe, HeJIOCTATKH BJIaJieHHsT
HaBbIKaMU TIPUK/IA/IHOM /IesiITe/IbHOCTH M CTIOCOOHOCTH aHa/IM3UPOBATh Pe3y/IbTaThl MPAKTHUeCKOM
paboThl, OpMy/IMPOBaTh BHIBO/bI, TIPOC/IEXKUBAThH PUUMHHO-CJIE/ICTBEHHbIE CBS3U;

- 3 Gas1a BBICTABSIETCS CTYAEHTY, eC/IU JeMOHCTPUPYIOTCS HEeTIo/IHbIe 3HaHUS L]eJTH 1 3a/1au
TIpaKTH4eCKOU paboThI, X0fia paboThI, MPUMEHSIEMbIX METOAUK MCC/IeA0BAHUS; 1eMOHCTPUPYETCS
HeIoJHOe, HeCUCTEMHOe 3HaHKe TeopeTHUeCKOro Marepuaria 1o TeMe TpakTh4deckol paboThl (B rporjecce
00Cy>X/IeHWs], TIDH OTBeTe Ha KOHTPOJIbHBIE BOTIPOCHI); IEMOHCTPUPYIOTCS 3aMeTHbIE HeJJOCTaTKH B
yMeHHH paboTtaTh ¢ 060py0BaHNeM, IPUMEHSTH 3HAHUS Ha MPAKTHKe, HeJOCTaTOYHO B/aJieeT HaBbIKaMH
TIPUK/IaZIHOM ZIeATe/TbHOCTH, CIIOCOOHOCTBIO aHATM3UPOBATh Pe3y/IbTaThl IPAaKTHUeCKOW paboThl U
(hopMynMpoBaTh BBIBO/bI, IPOC/IEKUBATh IPUUMHHO-C/Ie/ICTBEHHbIE CBS3U;

- 0-2 6as1a BBICTAB/ISAETCS CTYLEHTY, €C/M IeMOHCTPUPYIOTCS MOTHOE WJIY TTOUTH TI0JIHOe OTCYTCTBUE
3HaHUS Le/I1 U 3a/ja4 MTPaKTHUeCKOM paboThl, X0Za paboThl, IPUMeHsIeMbIX MeTOAWK HCC/IeOBaHNST;
JeMOHCTPHUPYeTC [TOJIHOE WY TIOYTHU T10JIHOe OTCYTCTBHE 3HaHUSl TeEOPeTUUeCKOro MaTepyara 1o TeMe
TIPaKTUYeCKOU paboThI (B mpoljecce 00CYKeHus1, TIPH OTBeTe Ha KOHTPOJIbHBIE BOTIPOCHI);
JIeMOHCTPHUPYIOTCS 3HaUMTe/IbHbIe HeJJOCTaTKX YMeHus1 paboTtaTk ¢ 000pyoBaHUeM, TIPUMEHSITh 3HaHUS
Ha TMPaKTHKe, BJIa/|eHNs] HaBbIKAMH MPUKJIA/IHOM /1esITe/TbHOCTH, CIIOCOOHOCTH aHa/IM3UPOBATh Pe3y/IbTaThl
TIpaKTH4eCKOM paboThI ¥ JOPMY/IUPOBATh BBIBO/IbI, TPOC/IEXKUBATh TIPUUUHHO-CJ/I€/ICTBEHHBIE CBSI3U.
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I'pynmnoBoii onpoc

YpoBHM (hopMUPOBaHMS PeXKUMa WHPOPMAI[MOHHOW 0e30TIaCHOCTH
HopmaruBHo-1ipaBoBbIe 0CHOBBHI MH(OPMAaLIMOHHOM Oe3oracHoCTH B PO
OTBeTCTBEHHOCTD 3a HapyIeHus B cepe HHGHOPMALMOHHOM Ge30T11acHOCTH
AHTUBUPYCHBIE TIPOTPAMMBI

I[TpaBusia 3aUTEI OT KOMITBIOTEPHBIX BUPYCOB

Crieriuyika CpefiCTB 3alIUThI B KOMITBIOTEPHBIX CeTSIX

euhrLNd =

METO,E[I/I‘—IECKI/IE MaTepudJibl, Orpeessdronre rpoueaypy oueHHBaHWs IPYIIIIOBOIO BOIMPOCa

B niporiecce npoBesieHNs 3aHATHSA 33/1at0TCS1 BOTIPOCKI [0 TeMaM, KaK TeKYILero 3aHsTusl, TakK U 1o
TIpeJbIAyLLIVM.

CTyzeHT, IpaBWILHO OTBEYAIOIUK Ha BOIIPOC, TIO/TyYaeT JOTIO/THUTEe/TbHBIHN Oast.

CTy[eHT, HerpaBW/IbHO OTBETHUBILMI Ha BOTIPOC, He T0JIy4YaeT JAOTOTHUTEeIbHBIN Oasit.

JlaGopaTropHasi padoTa

JIaGoparopHasi padora Ne 4
«3amura nH(popManu B CETH»

ITess paboThI: YCBOUTHL OCHOBHBIE TPeOOBaHUS K 3alllMTe BHIUUCUTETbHOW CeTH.

Copep)xaHue oTueTa
1. Ha3sBanue u 118716 paboTH;
2. VHpuBuayaibHOe 3a/iaHue COITIaCHO BapyaHTy;
3. BrinosHeHue MHAVBUYa/ILHOTO 3a/jaHUS;
4. OTBeTbl HAa KOHTPOJIbHBIE BOIIPOCHI.

MeTO/:[I/I‘JECKI/Ie YKa3aHHsA

Kaxkzast ceTh Hy)K/IaeTCsl B 3alljUTe OT NpeJHAMEPEHHOTO WM CTy4aliHOTO MOBpeXKieHus. B To ke BpeMst
XOPOIINH aJMUHUCTPATOP CETH BCErjja MOMHMT, uTo MpH obecrieueHny 6e30MacHOCTHA HaJ|0 3HATh MEpY,
HA/I0 CTPOWTH 3allUTy TaKMM 00pa30M UTOOBI JIFOJIM HE UCIIBITBIBAIA TPYAHOCTH TIPH BBITIOTHEHUN CBOEH
pabotbl. Hanbosbinyto yrpo3y fijsi 6e30macHOCTH CeTH TIPe/ICTaBISIOT:

* HeCAHKIIMOHUPOBAHHBIN JJOCTYTI;

* 3JIEKTPOHHOE TIOZC/TYIIIBaHHE:

* Kparka:

- MpefHaMepeHHOe W/ HEYMBIIIJIEHHOE TIOBPeXKeHue.

YpoBeHb 3alUThl CETH 3aBUCHUT OT ee Ha3HaueHus1. Harmpumep, ceThb, KOTOpasi XpaHUT JAHHBIE KPYITHOTO
OaHka, TpeOyeT Ooslee MOIIHOM 3allMThI, UM JIOKA/bHAsI C€Th, COeIUHSIONIAsi KOMITbIOTEPbI HeOObIIION
o0I1IeCTBeHHOM OpraHU3ariui.

Paspabomxka noaumuxu 3awjumbl. [I71s1 3alUTHI CETH HEOOXOAUMO TIPOBOAUTE OTPe/e/IeHHYIO MOJIUTHKY,
T.e. CJIe[0BaTh HAOOPY MpaBWJI U TIpeANUcaHuil. BripaboTka monmuTrku Ge3omacHocTH (security policy) -
TIepBbIM II1ar, KOTOPBIH [JO/DKHA CjleaTh JIFoOas opraHu3aiusi, obecrieunBasi 3al[UTy CBOWX JAHHBIX.
[TonuTvKa yCTaHABIMBaeT 'TeHepaJbHYIO JIMHUIO", OMUpPasCh HAa KOTOPYH U aJMHUHUCTPATOp, WU
T0/1b30BaTe/IM OyyT BHOCHUTh M3MEHEHHs, HaXO[WTh BBIXOJ, W3 HEIITATHBIX CUTyal[di TMPU pa3BUTUN
CeTH..

Ynpescoarowjas 3awjuma. Jlydinasi MOJMTHKA 3all[UThl JAHHBIX UMeEeT TIPeAyTpeAUTebHBIA XapakTep.
[penoTBpalias HeCaHKIIMOHUPOBAHHBIN [JOCTYIT WK JIeHCTBUS, Bbl coxpanute uHpopmMarmo. OQHaKO
CHCTEMa, OCHOBaHHAsi Ha YTMpeXAeHUH, TpeOyeT, uToObl aJMUHUCTPATOpP B COBEPIIEHCTBE B/aJeN
Cpe[iCTBaMH 1 METO/IaMH, KOTOpbIe IIOMOTAl0T COXPAHUTD JIaHHbIE B 0€30MaCHOCTH.
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Aymenmucpukayus. Tlepes TeM Kak TIONyYdTh JOCTYN K CeTH, BbI JO/DKHBI BBECTU TIPABU/IbHbBIE WMSI
TI0/Ib30BaTe sl U naposib. [10CKO/IBKY Mapoiu CBsI3aHbI C YUeTHBIMM 3alMCsSMH T10/1b30BaTesiel, cucrema
UIeHTU(UKALIUY TIapOJield SIB/SIeTCs TIepBOU JIMHKEH 000POHBI POTHUB He CAHKIIMOHUPOBAHHOTO /IOCTYTIA.
ObyueHue. MaioBeposSTHO, UTO XOpOILO OOyueHHbIH I0Jib30BaTe/lb CeTH HerpeJHAMePeHHO TOBPeAUT
JaHHble. AZIMUHUCTDATOp AO/DKEH HAayuWTh I10/Ib30BaTe/iell CeTU BCEM TOHKOCTSM PabOThI U MeTo[am
6e3onmacHocTh. [Ifii 3TOT0O OH MOXET COCTaBUTh KODOTKOe, sICHOe pYKOBOJACTBO, a B Ciydae
HeoOXOIMMOCTH - OpPraHN30BaTh 00yueHre, 0COOEHHO HOBBIX TO/Tb30BaTesIeH.

dusuueckas 3aujuma obopyodoearus. ObecrieueHre 6€30MaCHOCTH JAHHBIX Ha/[0 HAUMHATH C (U3HUeCKOn
3ammThl 060pynoBaHus. Ha crerneHb (hM3MUeCKOM 3alUThI BIIHUSIOT:

- pa3Mep KOMIIaHUHY;

* XapakTep uH(opMaLuy;

- IOCTYTIHbIe Pecypchbl;

B 0HOpaHTrOBBIX CHCTeMaX OpraHMW30BaHHAsI TIOJIMTHKA 3allIUThI 000PYZOBaHHS UaCTO OTCYTCTBYeT, TaK
Kak T0/1b30BaTe/Ii CaMy OTBeYaroT 3a 6e301acHOCTh CBOMX KOMIIbIOTEPOB U JJaHHBIX.

3awjuma cepeepog. B OONBIIMX IIEHTPAIM30BaHHBIX CHCTEMAX, TAe UHUCIO WHAUBUAYaATbHBIX
TI0/Tb30BaTesiel O0CTaTOYHO BeMKO, a JlaHHble KOMITaHWM WMEIOT Ba)KHOe 3HaueHUe, CepBephl /10/DKHBI
ObITb (hU3WMUeCKHU 3allUINeHbl OT CAY4YalHOTO WM TIpeJJHAMEPEHHOTO BMellaTenbCTBa. IIpocTetimiee
pellieHWe -3ariepeTb CepBephbl B CrelMaibHOM IIOMeIleHHHd C OrpaHW4YeHHbIM JoctyrnoM. Ho He Bce
OpraHu3ali UMEIOT TaKy BO3MOKHOCTb. A BOT 3aKpbITh CepBepPbI XOTs Obl B KaOuHeTe Uu B OO/BIIOM
mKagy CMOTYT BCe.

Moodenu 3awjumsl.

3anmrtuB ¢pu3nyeckrie KOMIIOHEHTBI CeTH, a/[MUHUCTPATOP [J0/DKeH rapaHTUPOBATh, UTO CeTeBble PeCcypChI
HaXOASATCS B 6€30TaCHOCTH OT HECAHKI[MOHUPOBAHHOTO ZIOCTYIIA U OT CTy4YaiiHOTO WX TIpeIHaMepeHHOTO
yHUUTO)KeHUs. [ToMTrKa Ha3HaueHWsl MPUBWJIETUM U TIPaB Ha JOCTYII K CeTeBbIM pecypcaM - OCHOBA JiIsl
TIpeBpaIlleHHs] CeTH B MHCTPYMEHT YCIIeIIHOTO BeZieHHsi Ou3Heca. Celuac IIMPOKO TPUMEHSIIOTCS /IBe
MO/IeJii, KOTopble obecrieurBatoT 6€30macHOCTb MHPOPMAL[MOHHBIX U arrapaTHbIX PecypCoB:

* 3aI[UTa uepe3 MapoJib:

* 3all[UTa yepe3 Ipasa J0CTyTa.

3T MozienM Ha3bIBAIOT TaKXKe 3alllUTON Ha YPOBHE COBMECTHO HCITIO/b3yeMbIX pecypcoB (resource level)
(3amuTa yepe3 naposib) U 3alllUTOM Ha YPOBHe ToJib3oBaress (user level) (3aiuTa yepe3 npaga 10CTyma).
Mapoab docmyna k pecypcam. OpvH W3 MeTOJOB 3alllUThl COBMECTHO HCIIO/Ib3yeMbIX PECYPCOB -
TIPUCBOUTL TApoJib  KakioMy oOIiefocTyrHoMy pecypcy. Takum o6pas3om, [JOCTynm K pecypcy
OCYILIeCTBJISIETCSI TOJIBKO B TOM CJlyuae, KOTZia TO0JIb30BaTe/lb BBOJUT TPaBW/IbHBIA Maposib. Bo MHOTHUX
crcTeMax pecypchbl MOTYT ObITh TIpeZl0CTaB/IeHbl B COBMECTHOE MCII0/Ib30BaHUe C Pa3HbIMM TUIIaMU TIpaB
nocrymna. B Windows, Haripumep, K KatajoraM MOXKeT ObITb JOCTYIT TOJIBKO ZIJisl UT€HUS, TIOHBIA JOCTYT
Y IOCTYT B 3aBUCUMOCTH OT I1apoJisl.

- Joctyn Tonbko Ajist ureHus (read only).

- TTonnwbiit goctyt (full access).

- Hoctyn B 3aBucumoctu oT napons (depending on password). [ocTyn B 3aBUCHUMOCTU OT Maposs
3aK/touaeTcss B cieayroiieM. COBMeCTHO UCIO/Ib3yeMOMY KaTasory TpUCBaMBaeTCsl Iaposb JABYX
YPOBHEMN: [OCTYT TOJBKO [JIsi UTeHUs W MOJIHBIA JoCTyr. COTPYAHUKH, 3HAIOIIHWEe MapoJib JOCTYyTa [JIs
YTeHUsi, MOTYT JIUIIIb UATaTh JlJaHHbIE, a Te, KTO 3HaeT IapoJib MOHOTO A0CTYIIa, UMEIOT COOTBETCTBEHHO
TIO/THBIM JIOCTYIL. 3alldTa COBMECTHO HCIIO/Ib3yeMbIX DPeCypCOB TIAapOJieM - CaMblii TIPOCTOM METO[,
3allUThI, KOTOPBIH 1103BOJIsIET TH0O0MY, KTO 3HaeT Maposib, TIOMYUYUTh JOCTYI K HY’)KHOMY pecypcy.

IIpasa docmyna. 3aimuTa yepe3 TipaBa [JOCTYMA 3aK/FOUAETCS B TIPUCBOEHUU KaXKAOMY TIO/Ib30BaTeTHo
oripefieieHHOro Habopa rmipaB. [Ipu Bxofje B CeTh TO/b30BaTe/b BBOAWUT Maposb. CepBep, MpoBepsist
KOMOWHAI[MI0 MMEHM TIONb30BaTe/sl U Tapojis, T.e. TPOBepsis TpaBa IoJyib30Baresis B 0Oa3e [JaHHBIX
6e30macHOCTH, TIPeOCTaB/ISIeT UM 3aripeljaeT JOCTYIl K CeTeBbIM pecypcaMm.

3ammra C MpUMeHeHUeM TpaB A0CTyra obecrieurBaeT 6osiee BHICOKHMI YPOBEHb YIIPaB/IeHUs JOCTYTIOM K
COBMECTHO HCIO/Ib3yeMbIM pecypcaM, a Takke Oojiee CTPOrMii pe>kuM 0e30racHOCTH, YeM 3allyTa
naposieM. Tak Kak 3alliTa Ha YPOBHe To/ib30BaTesist 6osee 3pheKTHBHA U MOXKET OTPeZie/isiTh pa3/TMuHbIe
ypOBHU 6€3011aCHOCTH, OO/bIlIe OpraHU3ai 0OBIYHO OTAAIOT MPeANoUTeHHe UMEHHO 3TOW MO/IeH.
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3awjuma pecypcos. [TpoBepyB ¥ TIOATBEPIUB UMS M TIapOJIb TI0/IH30BaTe s, CUCTeMa 0e30MacHOCTH CEeTH
TIpeZIoCTaB/IsieT eMy JJOCTYT K COOTBETCTBYIOIIUM pecypcaM. OIHaKO UMeTh MapoJib ellje HeJJ0CTaTOuHO -
JUISL OCTYTIA K peCcypcaM HY)KHbI TIpaBa.
Cnenyroijass  Tabsvija OTpakaeT CTaHAApPTHble TMpaBa /IOCTyMa, T[pUCBaWBaeMble COBMECTHO
WCTIO0/Ib3yeMbIM KaTaioroM Wi (aiiam.

IIpaBo 3HayeHue

Read UreHne U KOmupoBaHUe (ailioB W3 COBMECTHO
WCII0/Tb3yEeMOT0 KaTasora

Execute 3amnyck (BbITIOJTHEHKWE) TTPOrpaMM M3 KaTasora

Write Co3paHre HOBBIX (pait/ioB B KaTasiore

Delete Ynanenue ¢aiisioB B KaTaore

No Access 3amipelljeHMe Ha [JOCTyl K Kartanory, daiiny,
pecypcy

IIpaea 2pynnbi. O6s3aHHOCTE AJMUHUCTPATOPA - TIPUCBOUTH KaXKZOMY TI0/Ib30BaTe/TIF0 COOTBETCTBYOIL[HE
MpaBa JIOCTyIla K Kaxkaomy pecypcy. Haubosee 3¢deKTHBHBIM Criocob pelmuTh 3Ty 3a7ady - uepe3
TPYIITbl, 0COOEHHO B KPYITHBIX OpraHW3alusX C OO/BbIIMM KOJIMYEeCTBOM I10J/Ib30BaTe/ield U pPecypCcoB.
Windows [/1s1 ycTaHOBKM TPYMIMOBBIX TpaB [JOCTyMa K KaTajsoram u (paitiam ucrnosb3yet File Manager.
CHavasa aJMMHHCTPATOP OLIeHWBAaeT, Kakve TpaBa HeOOXOJWUMbI Ka)KIOMY II0/b30BaTeli0, a 3areM
BKJTFOUAET I10/Ib30BaTesiell B COOTBETCTBYIOIIME TPYIITbl. DTOT MeTO/, Ha3HaueHUs TpaB HAMHOTO yz00Hee,
YyeM MPHUCBOEHUE OT/Ie/TbHBIX MpaB KaXK/I0MY T10/1b30BaTelIio.

Ayoum. Ayaut (auditing) - 3T0 3amMch onpeze/ieHHBIX COOBITHIN B >KypHas Oe3ormacHOCTH (security log)
cepBepa. JTOT MPOLIeCC OTC/IeKUBAET AeHCTBUS MoJib30Baresiell B ceTd. OH BBICTyNaeT KakK YacTh 3allyThl
CeTHU. TOCKOJIbKY B >KypHasie 6e30MacHOCTH OTpa)keHbl MIMeHa BCeX TI0/Ib30BaTesieid, KoTopblie paboTasiu ¢
KOHKDETHBIMU PecypcaMM WU TIbITaIUCh TONYyUYWTh K HUM [AOCTyN. Kpome TOro, oH mpefocCTaB/sieT
vHbopMalMio i TeX Tiofipa3/ie/ieHul, KOTOpble XOTST OrpefenuTb (M OIJIaTUTh) 3aTpaThl Ha
HCTI0/Th30BaHUe HEKOTOPBIX PecypcoB. AyauT PUKCUPYeT TaKue JeMCTBUs, Kak:

* TIOTILITKY BXOZIa B CETh:

- TIOAK/TFOUeHUe K YKa3aHHbIM pecypcaM U OTK/IFoUeHUe OT HUX;

* paspbIB COeANHEeHUS;

- OJIOKUPOBKA YUETHBIX 3aIiCel;

- OTKPbITHE U 3aKpbITHe (Haii/oB;

- MoAU(UKaIus ¢aityios:

* CO37laHKe U yZajieHe KaTasioroB,;

- MOAM(UKAIMs KaTaloros.;

- COOBITHSI Ha cepBepe U ero MOJU(UKALIYS;

* UI3MEHEeHUe TapoJien;

- U3MeHeHHe TapaMeTpPOB PerucTpaLuy;

AyauT 1mokasbiBaeT, Kak paboTaeT ceTh. AJMUHHCTPATOP MOXKET MCII0/Ib30BaTh >KypHa/ 0e30T1acHOCTH
JUisl TIOATOTOBKM OTUYETOB, TZAe OTpasuT JitoOble 3aZlaHHble AeMCTBUS, a TaKXe JaTy U BpeMsl UX
coBepieHust, Harpumep, MOBTOpstOIMeCs HeyauHble TIOMBITKA BX0Ja B CeTb (0COOEHHO B HEOOBIYHOE
BpeMsi) MOTYT YKa3bIBaTh Ha TO. UTO HeCAHKLIMOHUPOBAHHbIM M0/Ib30BaTe b JOOMBAETCs OCTYyTIa K CEeTH.
Be3duckoeble komnbiomepbt be3auckoBbie (diskless) KoMIbloTepbl He MMEIOT TMPUBOJOB TUOKUX WU
KeCTKMX [JUCKOB. OHM CrmoCOOHBI BBITIOSHATHL Te JKe 3a/jaud, YTO M KOMIIBIOTEPhl C JAWCKaMH, HO
COXPaHSATh JaHHbIE Ha JIOKAJBHBIX TMOKUX WM JKECTKMX AUCKaX He MOryT. IloaTomy Ge3auckoBbie
KOMTIbIOTEPhl WZleabHbl B CMbIC/Ie 0e30TMacHOCTH: I0JIb30BaTed JHIIeHbl BO3MOXKHOCTH COXPaHWUThb
JaHHbIe Ha HOCHTeJIe U 3abpaTth ero ¢ cob60i. be3auckoBble KOMITBIOTEPBI He HY>KJAFOTCS B 3arpy30UHBIX
guckax. OHU CBSI3bIBAIOTCSI C CEPBEPOM U BXOJST B CeThb C TIOMOIIbIO CrelUabHbIX 3arpy30uHbIx [13Y,
yCTaHOBJ/IEHHBIX Ha TIaTax CeTeBOro ajanrepa. [Ipu BKIroueHHH Oe31CKOBOTO KOMITBbIOTEepA 3arpy30uHast
[13Y curHanu3upyeT cepBepy, UTO KOMIbIOTep cobupaeTcsi crapToBath. CepBep pearvpyeT Ha CUTHa,
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riepe/iaBasi 3arpy304Hoe MporpaMMHoe obecrieueHre B OTMepaTUBHYIO MaMsTh 0e31MCKOBOTO KOMITbIOTepa
Y aBTOMaTH4eCKH MOChI/iash 10JIb30BaTesI0 MpUrIallieHre BOUTH B ceTb. Kak TO/IBKO T0/1b30BaTe/b BXOJUT
B C€Tb. KOMIMbIOTEP MOJK/IH0UAEeTCS K Hell.

ITu¢ppoearue danHbix. Y TUIUTA LIMPPOBaHUs (encryption) JaHHBIX KOAUPYeT UH(OPMALIUIO Tepe] TeM,
Kak Tiepefath ee 1o ceTH. Korja faHHble TMOCTYISIT Ha COOTBETCTBYHOLM KOMITBIOTEpP, OHU OyAyT
JIeKOIMPOBaHbl B TIOHSITHYIO (OpMY C TIOMOIIbIO K/tOYa - Kofa AJisi JelIM(pPOBKU 3aKOAWPOBaHHOM
MH(pOpMal[M1. YCOBepLIeHCTBOBAHHbIe CXeMbl LIM(PPOBaHMWsS aBTOMAaTU3UPYHOT U IIM(pPOBaHUEe, U
JewvdpoBaHue. Jlyurive cucteMsl M pOBaHUs OCHOBaHBI Ha CrelaabHOM afraparype, UX CTOUMOCTb
OYeHb BbICOKA. TpajuLMOHHBbIN cTaHAapT wmuMdpoBanus - Data Encryption Standard (DES). On
OTUChIBaeT creuduKalMu Kiawoda U crocod mmdpoBaHus. Kak oTrpaBUTento, Tak U TOIydaTeso
uH(popmaLmn HeobxoauM AocCTym K Karody. CyIiecTByeT TOMBKO OJUH CIIOCO0 rmepefaTh Ko U3 OfHOTO
MecTa B Jipyroe - cOOOLIUTH ero. 37ech cpasy >ke BO3HUKAalOT MpobieMbl, KoTopble fenatoT DES
yS3BUMBIM. YUHWTbIBas 3T0, Obl1 pa3paboTaH M HOBBIM CTaHZAApT, Ha3biBaeMblli Commercial COMSEC
Endorsement Program (CCEP). On npu3BaH 3ameHuTh DES.

3awyjuma om eupycoe. Pa3pabaTbiBasi cucTeMy 3alllMThl C€TH, HeOOXOAMMO TIPUHUMATh BO BHUMaHHE U
BUpYyChl. K co)kasieHuto, HM OflHa aHTUBUPYCHAasi IPOrpaMMa He MOXKeT TOJTHOCTBhI0 YCTPaHUTh YTPO3y UX
NIPOHHMKHOBEHWST; B OCHOBHOM 3TH ITPOTPaMMbl OOPIOTCS C MOC/IeJCTBUSIMH BUPYCHOTO ""HAIlleCTBUS ' ':
Jlyuiimii MeToz;, 60pb0bI C BUPYCaMH - UCK/IFOUUTh BO3MOYKHOCTh HeCAaHKLIMOHUPOBAHHOTO I0CTYTIA.
3awjuma 0aHHbIX.

K uucny GencTBUII MOXKHO OTHECTH BCe, UTO BjedyeT 3a COOOl IOTepro [aHHbIX B ceTH. [IpUuUMHBI
GezcTBUIA camble pa3HOOOpA3HbIe: OT /le/l PYK ue/ioBeUeCKHX JI0 TPUPOAHBIX KaTaKIn3MOB, B TOM UHCTIE:
BOPOBCTBO WJ/M BaH/aIW3M; T0Kap; OTKa3bl MCTOUHWKOB TMUTAaHUSI U CKAyKW HampsDKeHUs: OTKa3bl
KOMITOHEHTOB; TTPUPO/IHBIE SIBJIEHUS], TaKhe, KaK MOJTHUH, HaBOZIHEHUs1, Oypy 1 3eMJIeTPsICeHHSI.
OcTaHOBKa CeTH, BbI3BaHHas Upe3BbIUAaMHLIMU TpUUMHAMM, Bcerja Oe/[iCTBUe, BCerJa Cephe3Hoe
yMeHbllIeHe TIPOU3BOAUTENbHOCTH, TpeOyeTcsi BpeMsi Ha BOCCTAHOBJIeHWE JAHHBIX W3 XPaHWIWIIA
pe3epBHBIX Korui. CyIecTByHOT MeTO/bl U CHUCTEeMbI. MpeyTpeXK/atoliyie KaTacTpouuyecKyto MoTepro
JAHHBIX:

* pe3epBHOe KOTMIMPOBaHWe Ha MarHUTHYO JIEHTY;

- UICTOYHUKHU Oecriepe6oiiHoro uranus (UPS);

* OTKa30yCTOWYMBbIE CHCTEMBI.

MoryT HCro/b30BaThCsl BCE 3TH CUCTEMBbI WM JIF00asi M3 HUX, B 3aBUCHMOCTH OT LIEHHOCTH [JAHHBIX U
OrofiKeTa opraHu3aLuu.

PesepsHoe konupoeaHue Ha MazHUmMHyto neHmy. Haubosnee mpocToii 1 HelOpOrOM MeTo[, MpeayIpeiuTh
KaTacTpo(ryeckyro TOTePH JIaHHBIX - TepUOJHWYecKoe pe3epBHOe KOIMMPOBaHWe C TMOC/IeAYIOLM
XpaHeHWeM KOITUH 3a NpeZiesiaMi OpraHy3aLiyu.

Cucmema pe3epsHozo KonupoeaHusi. OOIljee INpaBW/IO IIaCUT: ecd Bbl He MoXkeTe B [Ja/bHeMIleM
oboiiTrch 6e3 yero-To, czesaiite ero pe3epBHYIO KOmui0. Bei0op 00beKTOB /151 pe3epBHOr0 KOMMPOBAHMS
- 1lesible [IMCKH, OTZAe/bHble KaTajJord WX (ailsibl - 3aBUCUT OT TOTO, HACKOIBKO OBICTPO HYXXHO
TIPOZIOJDKUTE PabOTHI MOC/Ie TTOTePH Ba’KHBIX JAHHBIX, BOCCTAHOBUB UX. [To/THOe pe3epBHOe KOMMPOBaHMe
MOYKeT YCKOPUTb BOCCTAHOB/IEHHWe KOH(UrypalMy [AWCKa, OHAKO, eC/id MUMelTCsl Oosiblive 00beMbl
JAHHBIX, TpeOyeT 3HaUMTeTbHOTO YKC/Ia JOTIOTHUTETbHBIX MarHUTHBIX JIeHT. Pe3epBHUpOBaHMe OT/e/IbHBIX
¢daizioB ¥ KarasioroB TOoTpeOyeT MeHbIlle JIeHT, OJHAKO aJMUHUCTPATOPy TIPUJETCS BPYUHYHO
BOCCTaHaB/IMBaTh KOH(QUrypaluoo Arcka. Kputuueckue [jaHHble 0/DKHBI Pe3epBUPOBAThCS €XeJHEBHO,
e)XeHe/|e/IbHO UM e)KeMeCsSIUHO, B 3aBUCMMOCTH OT CTeleHU MX BaXXKHOCTU U OT TOTO, HACKOJBKO UacTo
oHHM 00HOB/sIFOTCsA. CamMoe Jydliiee BpeMsl [/ pe3epBHOTO KOIIMPOBAaHMUS - BpeMsi HaMeHbIIIel 3arpy3Ku
CUCTEMBL..

Memoobt pe3epeHo20 KonupoeaHusi. J(p(deKTuUBHas T[OJWTUKA pe3epPBUPOBaHUSl  MCII0/Ib3yeT
KOMOMHAL[MIO MeTOZIOB, KOTOpbIe TIpUBe/IeHbI B Cleytollei Tabmuiie

MeToj, Onucanue

[TostHOE KOMMpOBaHUE KornupoBaHue ¥ MapKUpOBKa BbIOpaHHBIX (haiisios,
BHE 3aBUCUMOCTH OT TOTO, U3MEHSJIUCh JIU OHU CO
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BpeMeHH T0C/IeJHero pe3epBHOr0 KOITMPOBAHKS

KomnvpoBanue KornupoBanuve Bcex BbiOpaHHBIX (haiinioB 6e3
OTMETKH! O pe3epBHOM KOMIMPOBAHUU

Pe3epBHOe KonMpoBaHue C NpupalieHueM KornupoBaHve ¥ MapKUpOBKa BbIOpaHHBIX (haiisios,
TOILKO €C/IM OHM ObUTM M3MeHeHbl CO BpeMeHHU
MOC/IeJHEr0 KOMUPOBaHUS

E>xeHeBHOe KOMMpPOBaHUE KomnupoBaHue TONMBKO TeX (haiiioB, KOTOpbIe ObLIH
U3MeHeHbl B TeueHue [JHsS, 0e3 OTMETKH O
pe3epBHOM KOMMPOBAaHUU

IudbdepeHiipoBaHHOE pe3epBHOe KonupoBaHue | KommpoBaHwe BbIOpaHHBIX (haiiioB, TOJBKO eC/d
OHM OBbUTM W3MEHEHbl CO BPEMEHH I0C/IeHETO
pe3epBHOTO  KOINMPOBaHWs, 0e3 OTMEeTKH O
pe3epBHOM KOTHMPOBaHUU

MeTopl pe3epBHOTO KOTMHMPOBaHUSI OOBIYHO TMPUMEHHUMBI K HAKOIUTE/NsIM Ha MarHUTHOW JieHTe. [Inis
pe3epBHOTO KOMMPOBaHUS OO/BIIMX 00BEeMOB /IaHHBIX JTyUIlle BCETO UCII0/Ib30BaTh HECKOIBKO OT/e/TbHBIX
JIEHT TIpY I[MKJIMYeCKOM pacCrucaHud. JIeHTbI MO)KHO WCI0J/Ib30BaTh B MHOTOHEZIeJTbHOM LMK/e (B
3aBHCUMOCTH OT KOJIMUEeCTBO . B mepBblii eHb LMK/Ia aJMUHUACTPATODP BBIMOJIHSET MOHOe pe3epBHOe
KOTTMPOBaHUeE, a B MOC/IeAYIOIIMe THU BBITIOHSIET pe3epBUpPOBaHue C TipupaiiieHreM. Korzia LUK/ ToHO -
CTBIO 3aBepllieH, TpOLeCC HauWHaeTCs CHOBa. HekoTophle aJMUHUCTPATOpPbl TPHUILIM K BBIBOAY:
11eJ1eCO00pa3HO BHITIO/HSATE HECKOJTBKO Pe3ePBUPOBAHUM C MPUpaIlleHHeM KaXK/IbIi ZieHb B yCTaHOB/IEHHOe
BpeMsl.

JKypHan pesepeHozo konupogaHusi. BeJeHue >KypHasia OKa)keT CYI[eCTBEHHYIO TIOMOIIb IIpH
roc/ie/lytoleM BOCCTaHOB/IeHUU (QaiiyioB. Konmu >XypHasa [O/DKHBI XPaHWUTBCSI BMECTe C MarHUTHBIMU
JIeHTaMH, PsiIoM C KOMITbIOTepPaMH.

HcmouHnuk 6ecnepe6oiiHozo numaHusi Victounwk OecriepeboitHoro muranus (UPS) - 310
aBTOMaTHUeCKWUM BHEIIHWN WCTOUHWK 3HEepPryu, KOTODPbIM ToAJepXrBaeT paboTOCIIOCOOHOCTH cepBepa
WIU JIDyTUX YCTPOMCTB B Ciiyuae cOoeB 3nekTpuueckoi cetr. Cuctembl OecriepebOMHOTO TMUTaHUS
WCTIONB3YIOT CITIOCOOHOCTh MUCTOYHHKOB Oecriepe0OMHOrO TTMTAHMSI B3aUMOZEHCTBOBaTh C OMepaliOHHOM
CHCTeMOW uepe3 creruaabHbIi uHTepdelic. CraHgapTHas cucTeMa OecriepeOOHHOTO MMUTaHUS
obecrieurBaeT /iBe BakKHeMlve [/ ceTd (YHKLMK: TTUTaHUE CepBepa B TeueHUWe HEKOTOPOTO BpeMeHW;
yTpae/ieHre 6e30TMacHbIM 3aBepiieHreM paboThbl CUCTEMBI.

VICTOUHMKOM 3Heprur OOBIUHO C/Ty)KaT akKyMmynsTopel. Ilpu HapyieHud nuraHusi UPS wu3BemiaeT
To/ib30BaTesied o cboe W TpeAyrpeXxAaeT UX 0 He0OXOAUMOCTH 3aBepiTh padboty. IIpu 3TOM XOpOIIo
OpraHu30BaHHasi cHucTeMa OecriepeOoiiHOrO TUTaHUs OyfeT TpeAoTBpaliaTh [JOCTYI K CEpBepy
JIOTIOJTHUTE/IbHBIX TI0/Ib30BaTe/Iel, a TakXKe TOIIJIeT aJIMUHUCTPATOpy ceTu coobiieHue o6 aBapuu. UPS
00BIYHO pa3MelaeTcst MeX/y CEPBepOM M UCTOUHHUKOM IMATaHUS.

Omka3oycmotiuuebte cucmembl OTKa30yCTOWUMBBIE CUCTEMBI 3all[UIAIOT JaHHBIE, OyOMUpys U
pa3Melrias UX Ha pa3MuUHBIX (U3MUECKUX HOCUTeNsIX (HarpuMep, Ha pasHbIX AUCKax). M30bITOUHOCTH
(redundancy) AaHHBIX T03BOJISIET OCYLIECTB/ATh K HUM JIOCTYM Jla)ke B C/lydae BbIXOZa M3 CTPOS YaCTH
cucTemMbl. M30BITOUHOCTD - OOIUI OTIMUMTE/IbHBIA TIPU3HAK OO/BIIMHCTBA OTKA30yCTOMUMBBIX CUCTEM.
TeM He MeHee OTKa30yCTONUMBbIE CUCTEMbI HeJlb3sl MCTIO/Mb30BaTh KaK 3aMeHy PerysisipHOro pe3epBHOTO
KOTTMPOBAHUsI CEPBEPOB U JIOKA/IBHBIX JKECTKUX AUCKOB. OTKa30yCTOWUMBLIE CHCTEMBI IIpej|jiaratoT
C/le[ytoIe BapUaHThI [yt 00ecrieueHrst N30bITOYHOCTH /JaHHBIX:

* yepeioBaHUe JIVICKOB;

- 3epKa/iM3alyio JIMCKOB;

* 3aMeHy CEeKTOpPOB.

H36b1mouHble maccuebl Hedopo2ux OUCKO8. THITbI OTKa30yCTOWUMBBIX CHUCTEM CTaHAAPTHU30BaHBbI U
K/1aCCUMUIUPYIOTCS TI0 YPOBHSIM. JTH YPOBHH BBICTYTIAIOT KaK M30BITOYHbIE MAaCCUBBI HEJJOPOTHX /INCKOB
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(RAID). OHM mipefyiararoT pasjMuHble KOMOWHAIIMN TPOWU3BOJUTENTLHOCTH, HA/Ie)KHOCTH U CTOMMOCTH.
Windows cofiep>XuT nporpaMMHYy0 nozepxKy TexHosnoruu RAID (ypoBheti 0,1 u 5).

Ypoeenn 0 - uepedosarue ouckog. I1pn yepenoBannu auckoB (disk striping) maHHbIe fensATcst Ha G0KK
pa3mepoM 64K6 1 paBHOMEPHO pacrpefie/isitoTCs 10 BCeM iickaM MaccrBa. OJJHaKo uepefioBaHUe JICKOB
He o0ecrieunBaeT TIOBBIIIEHHOW HA/IE)KHOCTH, TaK KaK He co37aeT M30BITOUHOCTH AaHHbIX. [Ipu
TIOBpEXKJeHUH Jitoboro pasfena OygyT moTepsiHbl Bce JaHHble. YepesoBaHWe [UCKOB OObequHsIET
MHOXXeCTBO 00sacTeii HechOpMaTUPOBAHHOTO CBOOOAHOTO TIPOCTPAHCTBA B OAWH OO/BILION JIOTHYeCKUMA
JIMCK, pacripefiesisii XpaHW/IMWIE [aHHbIX [0 BceM JAucKaM ofHoBpeMeHHO. B Windows NT ans
yepeJOBaHUs /IMCKOB HEOOXOAMMO KaK MUHHUMYM [iBa (H3MUECKHX JUCKa (MakKCMMalbHOe YhCio - 32
aucka). Ilpy uepefoBaHMM [JMCKOB MOXKHO MCIIO/Ib30BaTh pasfiesibl JWCKOB HECKOAbKHMX THMOB: SCSI,
ESDI u IDE. UYepenoBaHue AUCKOB MMeeT psJ, IpeuMyllecTB. Bo-miepBbIX, HECKOIBKO MasIbIX paszesioB
o0pa3yroT onuH GosbIoN pa3fesn, Giarofapsi uemy Jiydilie MCTOJ/Ib3yeTCsl JUCKOBOe MPOCTPaHCTBO. Bo-
BTOPBIX, IPUMEHSIS] HECKO/IBKO AUCKOBBIX KOHTPO//IEPOB, MOKHO PE3KO YBe/IMUUTb NIPOM3BOJUTEIBHOCTD.

Ypoeensb 1 - 3epkanuszayusn ouckos. 3epkanu3anus auckoB (disk mirroring) - gybnvpoBaHue pa3szena u
3anMch ero KOMWU Ha JpyroM ¢usuueckoM jucke. [To3ToMy Bcerja ecTb /iBe KONMM JAHHBIX, NTPUYEM
KaX/asi - Ha OT/enbHOM Jucke. JIroOoil pa3zen MoKeT ObITh 3epKaJM3UMpOBaH. JTa CTpaTerus - Mpo-
CTEHIIMI MeTOo[, 3alUThl OJWHOUYHOTO AMCKa OT cOoeB. 3epKanv3aljis JVCKOB BBICTyIaeT Kak ¢opma
HeIpepbIBHOIO pe3epBHOI0 KOMMPOBaHUS, TaK Kak MPU 3TOM MOJJep>KUBAEeTCs MOIHas KOMUsS pasfiena
Jpyroro JUckKa.

Hyb6aupoearue. [yomupoBanue aucka (disk duplexing) - 370 mapa 3epKajibHBIX JUCKOB, KaXKAbIM M3
KOTODBbIX YTIpaB/isieT OTJe/bHbIi KOHTposiep. [Ipu 3TOM yMeHbluaeTcs Tpa(uk uepe3 eAWHUYHBIN
KOHTpOJIiep (yBesiuuBaeTcsi ObicTpozericTBue). JyOivpoBaHue TpefHa3HAYeHO [ijisi 3allUThl He TOIbKO
oT cO0eB HOCHTeeH, HO M OT OTKa30B KOHTPOJIJIEPOB.

YpogeHpb 2 - uepedoeaHue OUCKO8 C 3anuchi0 KoOa Koppekyuu owu6ok. Bjiok [aHHBIX - TPU 3aMuCy -
JeIATCS Ha 4acCTH, pacripefiesisieMble 10 pasHbIM AuckaM. OJHOBPeMEeHHO I'eHepupyeTcs KOJ, KOppeKLin
oumbok (ECC), KoTOpbIfi TakKe 3alvChiBaeTCs Ha pa3HbIX [AucKaxX. [ Koja KOppeKLMH OLIMO0K
TpebyeTcsi 6osIbIlIe AWCKOBOTO TIPOCTPAHCTBA, YeM TIPH MeTOoZie C KOHTPOJIEM UeTHOCTH. XOTS MOC/IeJHUN
ropaszio 3(peKTUBHee UCII0/b3YeT JUCKOBOE MPOCTPAHCTBO, OH YCTYyNaeT B 3TOM OTHOLLEHWH YPOBHIO 5.

YpoeeHnb 3 - k00 KoppeKyuu owu6oK 8 ude yemHocmu. YepesoBaHue UCKOB C MCIIOb30BaHUEM KoOfia
KOPpPeKLIMH OIIMOOK, XpaHsSILUMCS B UETHOCTH, TIOZOOHO YpoBHIO 2. KOHTpO/ieM ueTHOCTH Ha3bIBalOT
TpoLieiypy TPOBEPKH OIIMOOK, TP KOTOPOM YCTAHAB/IMBAETCS KOMWYECTBO EVHUL] B KakKA0U
riepeiaHHOM rpymre 6utoB. OHO [O/PKHO ObITh OJJMHAKOBBIM - UETHBIM WM HeCUeTHbIM. B 3ToM ciyuae
TOBOPSIT, UTO JJaHHBIE TepesiaHbl O6e3 ommrbOoK. Ilpu 3Toii crpaternu metos ¢ kojamu ECC 3amensieTcst
CXeMOi KOHTDOJIsi UeTHOCTH, KOTOpPOW HeoOXOAWM TOJIbKO OWH [UCK [jisi XpaHeHHsi WHGopMaluu
KOHTPOJ/ISI YeTHOCTU. JTO NPUBOAUT K TOMY, UYTO NPHUMEPHO 85 MPOLIEHTOB [UCKOBOIO INPOCTPAHCTBA
VICTIO/Tb3YeTCsl [/11 XpaHeHHs1 HeMOCPeICTBEHHO JIaHHBIX.

Ypoeenb 4 - uepedogaHue Ouckoe 6oqbwiuMu 0/10Kamu. ITa CTpaTeTysi, OCHOBAaHHAas HAa MeTofe
yepe/0OBaHHUsI [TUCKOB, obOecrieunBaeT 3arvch LielbHBIX OJIOKOB J@HHBIX Ha Ka)KAbIM AWCK B MacCHBe.
OTpenbHbIA KOHTPOJIbHBIN [JUCK WUCIOAb3YeTCs /i XpaHeHusi uHGopMalyd o yeTHOCTH. [Ipu Kaxzou
3aIMCU COOTBETCTBYHOIasi MHPOPMALUsi O UeTHOCTH JJO/KHA OBITh MPOYMTaHA C KOHTPOJIBHOTO JUCKa U
MozvuIpoBaHa. V3-3a BBICOKMX HaK/Ia[HBIX PACXOAOB 3TOT MeTOZ, O0sIbIle MOAXOLUT /I OTlepaLiiii C
KPYITHBIMU O710KamMH, ueM /iJisi 00paboTKM TpaH3aKLU.

YpogeHb 5 - uepedogaHue ¢ KOHMposaem YyemHocmu. B HacTosiiee Bpemsi yepe/joBaHHe C KOHTPOJIeM
YeTHOCTH - Haubosiee TIOMY/SPHBIA MeETOJ TOCTPOEHHMsI OTKa30yCTOWUMBBIX CHUCTeM. YDOBeHb 5
noZiiep)kKuBaeT oT 3 10 32 JUCKOB U pacripeesisieT MHGOPMALIMIO O YeTHOCTH I10 BCeM /IMCKaM MacCHUBa
(mo Bcemy Habopy uepenoBaHusi). [laHHble U MH(OpMaIMs 00 WX UETHOCTH BCer[a pa3MeljaroTcs Ha
pa3HbIX Juckax. biok mH(opMany 0 UeTHOCTHM 3alMChIBaeTCsl B KaXKJoW rosioce (psifie) uepefoBaHUs
pacrpeziesieHHOW MO ArWcKaM. VIHpopmalys 0 4eTHOCTU TIOMOraeT BOCCTAHOBUTh JJaHHbIE C OTKa3aBILero
¢usnueckoro aucka. Ecim oTkKasan OAuH JUCK, [Jis TIOJTHOTO BOCCTAHOB/IEHUS JIaHHBIX [JOCTaTOUHO
MH(pOpMaLK, pacripefie/ieHHON 10 ocTaBIIKMMCS guckam. RAID4 xpaHuT 610K UeTHOCTHM Ha OJHOM
¢dusnueckom aucke, Torga kak RAIDS pacrnipefensier nHGopMalio O YeTHOCTU PAaBHOMEPHO M0 BCEM
JIMCKaM.
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3ameHa cekmopoe. HekoTopble orneparjiOHHble CHUCTEeMbI TpeAJiararwT [OTMOJHUTEbHYH BO3MOXXHOCTh
Juisi obecrieueHUs OTKa3oycTourBocTH. OHa Ha3bIBaeTCsl 3aMeHa CeKTOPOB (sectorsparing) wiun "ropsiuasi
3ameHa" (hot fixing). OTa BO3MO)XHOCTb 3aK/OUaeTCsl B aBTOMaTHyeCKOM BOCCTAHOB/IEHUM CEKTOPOB BO
BpeMsi paboThl KoMIlblOoTepa. Eciiu mpu orepaiju AMCKOBOTO BBOJA BbIBOZIa OOHapy)keH JedeKTHBbIM
CeKTOp, OTKa30yCTOMYMBBIM JpaliBep TOMbITAeTCSd TMepeMeCcTUTb [JaHHble Ha XOpOLIWKW CeKTop, a
JedexkTHbIM ToMeTUTh Kak "bad". Ecsiv mepeHOC [aHHBIX TpoLies YCIelHo, JpaliBep He coobijaer
(aiinoBoii crcteme o cboe. 3ameHa ceKTOPOB HeBO3MoykHa Ayisi ESDI- u IDE-auckos.

Hekoroprie ceTeBble OrepaljMOHHble CHUCTEMbl MMEIOT YTUIMTHI, KOTOpble M3BelLalT aJMUHUCTPAaTopa
000 Bcex cOOSIX CEKTOPOB, a Takke 00 yrpo3e MOTepH JAHHBLIX, eC/Id U30bITOYHAsT KOS Takke Oyner
MoTepsiHa.

Hcnonb30BaHue MOMEX0yCTONUYMBBIX KO/OB /i1 00HApY)KeHHUsI OIIHO0K mepejads JaHHBIX B CETH
Curnasbl, Helocpe/CTBEHHO Iepe/iaBaeMble M0 JTMHUSM CBSI3U, NOJBEP>KeHbI B/IWSHHUIO psiZia (aKTOpOB,
BO3JeICTBHEe KOTOPbIX MOXKET TPUBECTH K BO3HWKHOBEHHIO OIIMOOK B TIPUHATON WH(GOPMALH.
HexoTopbie u3 ommbok MoryT ObITb OOHapy)KeHbl Ha OCHOBAaHWM aHa/iM3a BUJA TPUHSTOTO CHUTHaja.
PeasibHBIM CIIOCOO0OM CHIDKEHHMSI OLIMOOK TIPH TIpHeMe [aHHBIX SIB/IsIeTCS] BBe/leHWe W30BITOUHOCTH B
niepesiaBaemMyto UHpopMaiuo. B cucremax nepesaun nHbopmalyu 6e3 o6paTHOM CBsI3U IaHHBIN CII0CO0
peasM3yeTcs B BUJe IOMeX0yCTOMUYMBOIO KOJJUPOBaHUSI.

[TomexoycToiiuriBoe KOJMpOBaHUe TIpeArosiaraeT BBeJeHUe B TepefiaBaeMoe COOOLeHWe, Hapsify C
MH(OPMALIMOHHBIMH, TaK Ha3bIBAEMBIX TPOBEPOUHBIX Pa3psfoB. VI30BITOUHOCTH MO3BOJISIET OTIMUUTH
pas3pelleHHYI0 U 3arpeleHHyl0 (MCKaKeHHYIO 3a cyeT OMIMO0K) KOMOMHALMK TP TpUeMe, MHaue OJHa
paspellieHHas CUTYyaLusl Tiepexo/inia Obl B IPYTYO.

ITomexoyCTOUMBBIN KOZ XapakrepusyeTcs TPoiKo# uucen (n, k, d;), rae n — obuiee uncio paspsjos B

nepeiaBaeMoM COOGLIeHUH, BK/IKOUast IPOBepouHsie (r), k=n-r - uncio uHHOPMALMOHHBIX PaspsifioB, d -

MHUHMMa/IbHOE KO/IOBOE PACCTOSTHUE MEXKIY pa3pelleHHbIMH KOZIOBbIMHM KOMOHWHALIMSIMH, OTIpe/esisieMoe
KaK MHMHUMajibHOEe uMCI0 OUT B 3TUX KoMOMHauusx. Uuciao obHapyxuBaembix (t)) u (uim)

MCTIPaB/sieMbIX (t,) OMMOOK (PaspsiioB) CBA3AHO C MapameTpoM d, COOTHOLIEHUAMU:

dogegr=to + 1 doggr= 2, + L dggg=to T8, 71

Cyl1rieCTByHOIIME TOMEX0YCTOMUMBBIE KO/l MOXKHO pa3/le/IUTh Ha s TPYNIl: OJI0UHbIE U HETIPEPHIBHLIE.
bnouHble fgensiTcs B CBOIO oOuepe/b Ha paBHOMEpHble (n=const) U HepaBHOMepHble (Ko Mop3e).
PaBHOMepHBIe AendaTcsi Ha pas3fenuMble W HepasfenuMble. Pa3fenumble JedaT Ha CHACTeMaTuyecKue
(MHeliHbIe) U HeJIMHEeWHbIe.

K cucremMaTiyeckKMM OTHOCST: OWTBI UETHOCTH|-HEUETHOCTH; IuKInueckue, kKoael BUX. Tombko
cUcTeMaTHueckKre JIMHeMHble KOZABlI HWCIONB3YIOTCS [jis OOHapy)kKeHHsI OIIMOOK B Tiepe/iaBaeMbIX
COOOIIEHUSIX.

Haubosbiliee pacripocTpaHeHre U3 HUX MOYyUWINA KOZAbI: X3MMHHIA, UK/JINUECKUH U UTePaTHBHBI.
Takve KoApl COCTaBJISIIOTCS MO OnpefeseHHOMY npaBwily. CHauana OrpefesisieTCsl YMCI0 KOHTPOJIbHBIX
CUMBOJIOB M, COOTBETCTBYHOILUX YMCAY K WH(POPMAaIL[MOHHBIX CHMBOJIOB. B KOfOBOW KOMOWHAIMU K
WH(POPMAI[MOHHBIM CUMBOJIaM JI00aB/ISIOTCSI KOHTPOJIbHBIE, KOTOPbIe OOBIYHO PaCIIo/IaraloTCsl Ha MecTax
KpaTHBIX CTemeHu 2, To ectb 1, 2, 4, 8 mectax u T.j. [anee, mMonb3ysicb NMPOBEPOUHOM TabuLieH,
TIPUCBAaUBAIOT KOHTPOJIbHBIM CMMBOsiaM 3HaueHue 0 wmu 1. IIpu mpueme KoZi0BOM KOMOMHAIIUM OIIUOKY
00HapY>KMBAIOT U UCIIPAB/ISIFOT C TIOMOIIIbIO POBEPKH Ha YeTHOCTb.

[IMKMMUeCcKUM Ha3bIBalOT TPYMIIOBOM KO, B KOTOPOM BCe KOMOWHAIIMM CBSI3aHBI [IOTIOJTHUTETbHBIM
yCJIOBMEM LMKIWUYHOCTU. B IMKIMUecKMX KoJaX, KakK M Kojax XS5MMHHIa, WH(GOpPMAalMOHHbIE U
KOHTDPO/IbHbIE CHUMBOJIBI BCETZi@ pPAacro/IO’KeHbl Ha OMpeZesieHHbIX MeCTaX, UTO II03BOJISIET JIETKO
0OHapy>XMBaTh U UCIPAB/SATh OMIMOKHU. [TepCrieKTUBHBIMU C TOUYKW 3peHUs armapaTypHOW peanu3alid
nipeacTapstoTcest Kogel BUX (boy3a-Uaynxypu-XoTBUHrema).

KoHTpo/IbHBIE BOIIPOCHI
1. B ueM 3ak/t04aeTCs MOMUTHKA 0€30TIaCHOCTH CeTU?
2. Yro nipezcTaBsieT HAMOOBINYIO YTPo3y Oe30MacHOCTH CeTh?
3. B uem 3aksrouaetcs puznyeckas 3amura 000pyA0BaHUS CETH?
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Mogenu 3a1UThI CeTU?

UTto Takoe aygut?

15151 yero ucrnosb3yeTcs WMppoBaHUe?

B uem 3ak/rovaercs 3aujura OT BUPYCOB?

Kak ocyujectBisercs 3aijyra JaHHbIX OT [10Tepb?
MeTo/ibl pe3epBHOI0 KOMMPOBaHUSI UH(POPMAaLIUN?
10. Ha3HaquHe u ypoBHu RAID-maccuBoB?

©ONP U A

3agaHue

3arnosiHuTe MPOMYCKU B CIeIyIOIINX BbICKa3bIBAHUSAX

1. ObecreueHre 6e30MaCHOCTH IaHHBIX HAZI0 HAYUMHATD C 3all[UThl CETEBOTO
2. Mogienb 3aliuThl Ha OCHOBe IIpaB [0CTyIla MMeeT U [Ipyroe Ha3BaHUe - 3allliTa Ha

3. 3ammTa pecypcoB TMapojieM 3aK/IK4vaeTcsi B Ha3HAUeHWW [Maposisl [OCTyMNa KaXKJAOMy COBMECTHO
VICII0/Ib3yeMOMY

4. 3ammTa yepe3 npasa JJOCTyMa 3aK/IF0YaeTCsl B IPUCBOEHUY Ka)KOMY T10J/Ib30BaTe/ 0 HEKOTOPBIX

5. Haunbosee 3¢deKTHBHBIN Cr1I0c006 MPHUCBOUTE MpaBa JA0CTYIIA - UCITO/Ib30BaHKe _

6. AyIuT - 3TO 3aMUCh OTIPe/Ie/IEHHOTO THTIA COOLITUI B cepBepa [/1s1 OTCJ/Ie)KMBaHUS

JIeliCTBUM TO/Ib30BaTe el B CeTH.

7. be3auckoBble KOMITBIOTEPHI CBSI3bIBAIOTCS C CEPBEPOM U BXOAST B CeTh C TMOMOLLBIO CIeLaJbHON
3arpy3ouHoi MUkpocxeMsl [13Y, ycTraHOBeHHOM Ha KOMIIbIOTEpA.

8. UToObI BBITIONMHATEL Pe3epBHOE KOMTUPOBaHKE, HEOOXOANMO UMETh PETy/ISIPHOE

9. Benenue BCEX pe3epBHBIX KONHMPOBaHWK OYeHb Ba)KHO JI/1s1 TOC/IeIyHOIero

BOCCTaHOBJIeHUs (haiiyioB.

10. OTKa3oycToluMBbIe CUCTEMbI 3all[UILAIOT JaHHbIe, AyOMUPYs U pa3Melliasi UX Ha pa3uyHbIX
HOCHUTeJSIX.

11. TIpu ucnonbs3oBanuu TexHonorun RAID ypoBHs 0, Ha3biBaeMol . [laHHble Je/aTCcs Ha
6moku pa3mepom 64 K6 v paBHOMEPHO pacrpeie/sIFoTCs TI0 BCeM JUCKaM MacCuBa C (PUKCUPOBAHHBIMU
YaCcTOTOM U MOPSIKOM.

12. YepenoBanue guckoB ypoBHs 0 He obecrieunBaeT JaHHBIX.

13. JTUCKOB - nyO/iMipoBaHMe pa3jena W 3aluch ero KOMMM Ha JIpyroM (pu3nueckoMm JucCKe,
M03TOMY BCer/a eCThb JiBe KOMHUU JJaHHbIX.

14. NybnvpoBaHUe TIpefiHa3HaueHo /JJisl 3allUThl He TOJBKO OT cO0eB HOCUTeSsl, HO U OT OTKa30B _____

15. 3anmch 6710KOB JJaHHBIX Ha KaXKbIN JUCK MaCCHUBA Ha3bIBAETCS JIUCKOB.

MeTtozuueckre MaTepyrasbl, ONpe/iestoLye TpoLeypy OLieHHBaHKs 1abopaTopHbIX paboT

OrmvicaHrie METO/IMKY OLIeHUBAHUS BBITIO/IHEHHs! 1abopaTopHbIX paboT: OljeHKa 3a BHITMOJTHEHHE TeCTOBBIX
3a/laHMi CTAaBUTCSI HA OCHOBAHUM 3HAHUSI TEOPETHUeCKOro MaTepuasa 1o Teme siabopaTopHjq paboTsl,
YMeHHUH 1 HaBBIKOB NMPUMEHeHUsI 3HAHUH Ha TIPAKTHKe, paboThI ¢ 000pyZOBaHKEM, aHATU3UPOBATh
pe3ynbraThl 1ab0paTopHOil paboTHI.

Kpurepuu onesnku (B 6a/u1ax):

- 5 6anI0B BLICTAB/ISIETCS CTY/EHTY, eC/IM JeMOHCTPUPYIOTCS 3HAHKS TeMBI, LIe/Id U 3a/ja4 1abopaTopHOi
paboThl, X0Aa paboThI, MPUMEHSIEMBIX METOJVUK UCC/Ie0BaHMs; JeMOHCTPUPYETCS MOTHOe 3HAHHe
TeopeTHUeCKOro Marepuasa 1o Teme slabopaTopHoi paboTh! (B mporjecce o6CyKieHus, IPH OTBETe Ha
KOHTPOJIbHBIE BOTIPOCHI); A€MOHCTPUPYIOTCS YMEHUsI U HaBBIKKM PaboThI C 000py0BaHKeM, IPUMEHEeHHsT
3HaHUS Ha TIPAaKTHKe, aHa/lu3a pe3y/IbTaToB 1abopaTopHOl paboThl U (OpMyTUpOBaHHe BLIBOJOB,
BJ/Ia/IeHVe HaBbIKaMH MIPUKJIATHOM JIeATe/TbHOCTH;

- 4 6anna BBICTAB/SAETCS CTYAEHTY, eC/IU IeMOHCTPUPYIOTCSI 3HaHHSL TeMBI, 1ie/I1 U 3afiau JJabopaTopHOi
paboThl, X042 paboThl, UMEIOTCs TPOOesTbl B 3HAHUU MPUMEHSIEMBIX METOUK UCCIIe0BaHYS;
JeMOHCTPUPYeTCsI HeIoIHoe 3HaHKe (paKTH4yeCKoro MaTepuasa 1o TeMe gabopaTtopHoii paboTsl (B
nporiecce oOCY>KIeHVsI, [TPY OTBETe Ha KOHTPOJIbHBIE BOIIPOCHI); 1€MOHCTPUPYIOTCSI HEKOTOPbIE
HeJJ0CTaTKX yMeHusi paboTtaTb ¢ 000pyoBaHUeM, IPUMEHSITh 3HaHWs Ha MTPAKTHKe, HeJIOCTATKH BJIaJieHHUsT
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HaBBbIKaMU TIPUKJIA/THOU AeSITeIbHOCTU ¥ CIIOCOOHOCTH aHA/IM3UPOBaTh Pe3y/bTaThl 1abopaTopHOH
paboThl, HOPMYIMPOBATh BBIBOABI, TIPOC/IEKUBATH IPUUMHHO-CJIE/ICTBEHHbIE CBSI3H;

- 3 Gasa BBICTAB/ISIETCS CTYAEHTY, eC/IU IEMOHCTPUPYIOTCSI HETIO/THbIe 3HAHUS Le/IK U 3ajiau
nabopartopHol paboThl, X0/ia paboThI, MPUMEHSIEMBIX METOJUK MCC/I/I0BAHUS; IEMOHCTPHUPYETCS
HEeIoJIHOe, HeCUCTEMHOe 3HaHUe TeOPeTUUeCKOr0 MaTeprara 1o TeMe JJabopaTopHOii paboThI (B
nipoliecce 00CY>KeHus1, TPY OTBeTe Ha KOHTPOJIbHBIE BOTIPOCHI); IEMOHCTPUPYIOTCS 3aMeTHbIE
HeZI0CTaTKU B yMeHUU paboTaTh ¢ 000pyoBaHUEeM, TIPUMEHSITh 3HAHUS Ha MPaKTHKe, HeZI0CTaTOYHO
B/IaZIeeT HaBbIKaMU TIPUK/IaJIHOM ZIeATeIbHOCTH, CIIOCOOHOCTBIO aHATU3UPOBATh Pe3Y/bTaThI
naboparopHo¥ paboThI U GOPMYIUPOBATh BEIBO/BI, TPOC/IEXKUBATH PUUMHHO-CJIE/ICTBEHHBIE CBSI3H;

- 0-2 Gasnta BBICTaAB/ISIETCS CTYAEHTY, eC/H IeMOHCTPUPYIOTCS TTOTHOE W/IU TIOUTH TI0JTHOe OTCYTCTBHE
3HaHUS L[eJIM U 3afiad 1labopaTopHOU paboThkl, X0a paboThI, MPUMEHSIEMBIX METOJUK UCC/IeI0BaHNS;
JIEMOHCTPHUPYETCS TO/THOe WJIM TIOUTH TIOJTHOE OTCYTCTBHE 3HaHHsI TeOPeTHUYeCKOro MaTepuasa o TeMe
nabopatopHoii paboTkI (B Mporjecce 00CYKAeHus, PU OTBETE Ha KOHTPOJIbHBIE BOTIPOCHI);
JIeMOHCTPHUPYIOTCS 3HaUMTe/IbHbIe HeJJOCTaTKX YMeHus1 paboTaTh ¢ 000pyj0BaHUEM, IPUMEHSTh 3HAaHUSI
Ha TIPAKTHUKe, B/IaJIeHUs HABbIKaMU TIPUKJIAJHOU IeSITelIbHOCTH, CIOCOOHOCTH aHa/IM3UPOBaTh Pe3y/IbTaThl
nabopaTtopHoi paboThl U GOPMYITUPOBATh BBIBO/IBI, TPOC/IEKHUBATL PUUHUHHO-CJIE/ICTBEHHbBIE CBSI3H.

3auer

3ayeT SIB/ISIETCS OLIEHOYHBIM CPeJICTBOM JJIs1 BCEX 3TallOB OCBOEHUST KOMITeTEHLUM.
[IprmepHbIe BOpOCHI K 3a4eTy, 5 Kypc / 10 cemectp

[MTousTHe HH(bOpMaLMK, ee CBOWCTBA.
Hape)xHocTe MH(OpMaLUK.
[TousTHe MH(OPMALIMOHHOIO pecypca.
Knaccugukaiysi ”HpOpMaliMOHHBIX peCypCcoB
VHdopMaLoHHbIe peCcypChbl B COBPEMEHHBIX YC/IOBUSIX.
[MTousiTHe 06 MHpOPMALMOHHOM 6e30MacHOCTH.
Kareropnu nHhopMarioHHOM 6e30macHOCTH.
WnpopmaroHHas 6e30macHOCTb yesioBeKa U 0611jecTsa.
Metozp! obecrieuernst H(GOPMALIMOHHOM 6e30MacHOCTH.
. ITpaBoBoe oGecrieueHne HHMOpPMaLMOHHOM 6e30nacHoCTH B PD.
. OcHOBHBIE yTpo3bl HH(OPMALMOHHOM 0e30TIaCHOCTH [Ij1sl TOCYAapCTBa, UeI0BeKa,
VH(OPMAaLMOHHOMN CUCTEMBI.
12. 3ammra nHpopmary. OCHOBHbIE MIOHSITHS, HallpaB/eHUs OpraHy3alyy 3alyMThl THPOPMAaLUH.
13. XapakTepucTHKa OCHOBHBIX METO/IOB 3all{UThl MH(OPMALUHU.
14. OpraHu3alioHHbIe Mephbl 3alUThl HH(OpPMaLIKK.
15. IIporpaMMHO-TeXHUUECKHUe Mepbl 3aljUThl THPOPMALUHU.
16. ITpaBoBbIe Mepbl 3alKMThl MHPOPMALUH.
17. IIpakTUKa NpUMeHeHUsI MeTOZIOB M CPe/ICTB 3alL{MThbl MH(OpPMAaL1K.
18. XapakTepucTHKa OCHOBHBIX CPe/CTB 3alUThl HUH(OpPMALIKH.
19. Yrpo3bl KOMITbIOTEpHOM 6€30MacHOCTH.
20. Tunbl BpejOHOCHBIX rTporpaMM. boprba ¢ HUMH.
21. 3awyra oneparjioOHHbIX CUCTEM.
22. 3ampTa MporpaMMHOTO 00ecIeueHusl.
23. AyteHTH(MKaLMS 110/Ib30BaTe/eM.

LN AWM=

_ =
_ O

MeToarYeCKre MaTepuasbl, OTpeZestolye TIPoLielypy OLieHUBaHUsI 3aueTa

3aueT BBICTAB/ISIETCS 0 PEUTUHTY, B 3aBUCUMOCTU OT 3(deKTHBHOCTH PabOThl B TpoOLieCcCe W3yUeHUs
JUCIUIUIMHBI, UTO OTIpe/iesisieTCs KOMUeCTBOM HaOpaHHBIX 6asiioB 3a BCe BU/BI 3a[JaHUM TEKYIIero u
pyOE>XKHOTO KOHTPOJIS

3auteHo — ot 60 o 110 6anioB
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He 3auteHo — oT 0 70 59 Ganios..

3afaHus /1A POBe/IeHUs MPOME)XYTOUHOM aTTeCTaluH 00yYaronuXCcs

IIpomedicymounass ammecmayusi o JUCLUIIMHE IPOBOAUTCS B (popMe:

10 cemecTp - 3auer.

[TpoBepsieMbIMM Ha MPOMEXYTOUHOM aTrTecTalldd S7eMeHTaMU CO/lep)KaHUsl SIBISIOTCS TeMbl
JVCLIATITUHBI.

1715 IpOBEePKY 3HAHULI UCTIO/B3YIOTCSI BOTIPOCHI U 33[JaHUsI B Pa3/IMUHBIX (pOpMax.

YmeHus,, Haeblku (uau onbim OesimeAbHOCMU) U KOMNnemeHyuu TIPOBEpSIIOTCS C TIOMOLIbIO
KOMITeTEHTHOCTHO-ODUEHTHPOBAaHHbIX 3aJau (CUTYallMOHHBIX, MPOU3BOJCTBEHHBIX WM KeHCOBOIro
XapakTepa) U Pa3/IMYHOro BU/la KOHCTPYKTOPOB.

Bce 3ajauv SBASIOTCS MHOTrOXOZOBBIMU. HekoTopble 3amaud, TIpOBEpSIIOLME  YPOBEHb
c(hOpMUPOBAaHHOCTU KOMIIeTEHI[UH, SIB/ISIOTCS MHOTOBapUaHTHbIMHA. YacThb yMeHMi, HaBBIKOB U
KOMTIETeHI[UM TMpsiMO He OTpakeHa B (OPMY/IMPOBKax 3a/au, HO OHH MOTYT ObITb TIPOSIBIEHBI
00y4JaroIMMUCS TIPH UX PEIIeHUH.

B kak/Ibli1 BApMAHT BKJIFOYAIOTCS 3a/laHusl 110 Ka)KJOMY NPOBEPSIEMOMY 37IeMEHTY COJeprKaHusi BO
BCeX T[lepeurc/IieHHbIX BbIllle (OpMax YW pa3HOTO YPOBHS CAOXKHOCTUA. Takoil ¢opmar mo3BossieT
OOBEKTUBHO OTpe/le/IiTh KaueCTBO OCBOEHHs OO0yuaroIMMHCS OCHOBHBIX 3/IEMEHTOB COjlepKaHUs
JMUCLIUTIMHBI U YPOBeHb C(POPMUPOBAHHOCTU KOMITeTEHI[HI.

@DoHJ OL|eHOUHBIX CPeJCTB //isi NPOBe/leHUsi MPOMe)KyTOUHOU
arrecTanyy 00yJarouuXcA 1Mo AUCHMILIMHE P UCII0/Ib30BaHUU MOJAY/TbHO-
PEeNTUHTOBOH CUCTEMbI

Kputepusimui OlieHMBaHUSI TIPH MOAY/IbHO-PEUTHHIOBON CHCTeMe SIBJSIOTCST Oaslibl, KOTOpbIe
BBICTABJISIIOTCS TIperiofjaBatesieM 3a BU/bI AesTeTbHOCTU (OLileHOYHble CPeACTBa) M0 WUTOram M3yueHusi
Mozynel (pa3zenoB JUCLUIUIMHEL), IEPeYUC/IeHHbIX B PeUTUHT-TIIaHe JUCLIUIIMHbL:

0/15 3a4ema: TeKyLMiA KOHTPOIb — MakcuMyM 50 6asnioB; pyOexHbIli KOHTPOIb — MakcuMyM 50
0a/u10B, MOOIIPUTE/bHBIE OaTbl — MakcuMyM 10.

IITkasb! OLleHUBaHUA:

011 3auema:
3auteHo — oT 60 10 110 peliTHroBBIX 6asu1oB (BK/FOUasi 10 MoomIpUTeTbHBIX 0AJIIOB),
He 3auTeHO — oT 0 10 59 peHUTUHTOBBIX OaslIoB.

PeliTUHT-TVIaH AV CIUTIUHBI
Tabsuiia epeBo/ia 6asyIoB TEKYIET0 KOHTPOJIS B OA/UIbI pEMTHHTa

]
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PeliTvHT-NI/1IaH JUCIUTIIMHEI TIpecTaB/ieH B [Tpunokenun 1.

5. IlepeueHb OCHOBHOWI W [IONOJIHUTE/JbHON YyueOHOW JIMTepaTyphl,
Heo0Xx0JUMOoM /IJIsl 0CBOEHHS JUCIUIIITUHBI

5.1. OcHoBHas yuyeOHas MTepaTypa
1. WndopmarmonHast 6e301acHOCTb : Yue0. [/ CTy[,. By30B, 00y4. TI0 TYMaH. U COL] .-3KOHOM.
crnel. / B. W. fipoukuH .— 5-e usg. — M. : I'ayneamyc: Akagemuueckuii [1poekt, 2008 .— 543 c.
2. Illanbrux B.®. 3amura nHbOpMAaI[UU B KOMITBIOTEPHBIX CUCTEMAX U CeTsX : yueb. mocobue —
OsnekTpoH. fad. — M.: JIMK Ilpecc, 2012. — 592 c. — Pexxum foctyma:
https://e.lanbook.com/book/3032

5.2. lonosHUTe/IbHAsA YueOHasi TuTeparypa

1. Heuaes, /1.FO. Hage>xHOCTbh MHGOPMALIMOHHBIX CUCTEM [ D7IeKTPOHHbIN pecypc] : yuebHoe
noco6ue / [1.}O. Heuaes, HO.B. UekmapeB. — OieKTpoH. fiaH. — Mockea : [IMK IIpecc, 2012. —
64 c. — Pexxum foctyma: https://e.lanbook.com/book/3030

2. WudopmaryonHasi 6e30macHOCTb KOMITBIOTEPHBIX CUCTEM U ceTelt: yuel. 1ocob. Asis Ty,
yupex. cpez. mpod. obpas., obyu. ro rpymnre crery. 2200 "MHbopMaTHKa ¥ BEIYMC/AT. TeEXHUKA' /
B. ®. [lTanbrun .— M. : ®@opym: MUHOPA-M, 2010 .— 415 c.

5.3. /lpyrue yueGHO-MeTOANUYECKHE MaTepHa/Ibl

6. Ilepeuenr WH(OPMALMOHHBIX  TEXHOJIOTHH, HCHOO/b3yeMbIX MNPH
OCyILIIeCTB/IeHHH 00pPa30BaTe/IbHOr0 TMPOLecca Mo AUCHUIUIMHE, BK/IOYas MepeyeHb
NMPOrpaMMHOI0 ofecrieyeHusi ¥ HWHGPOPMAMOHHBIX CHPABOYHBIX cUCTeM (MPH
Heo0X0AMMOCTH)

ITepeueHsb pecypcoB MH(GOPMaALHOHHO-Te/IEKOMMYHUKALUOHHOMN ceTH «VIHTepHeT» U
MPOrpaMMHOr0 o0ecrneyeHHs, He00X0AMMBbIX /I/Isi 0CBOEHHS JUCIUIT/THHBI

1. Hayunas snektpoHHast onbmoreka eLIBRARY.RU [OnekTpoHHbIli pecypc]. — Pexxum goctymna:
https://elibrary.ru/.

2. DnekTpoHHasi bubMoTeuHast cucteMa «JIaHb» [DneKTpoHHbIN pecypc]. — Pexxum poctyma: https://
e.lanbook.com/.

3. YHuBepcuTteTckasi 6ubmoTeka oHnaiH biblioclub.ru [SnekTponHbIi pecypc]. — Pexkum goctyma:
http://biblioclub.ru/.

4. DnektpoHHast bubmoreka YYHuUT [OnekTpoHHbIH pecypc]. — Pexkum goctyma:
https://elib.bashedu.ru/.

5. Poccutickasi rocygapcTBeHHasi 6uboTeka [ DneKTpoHHbIN pecypc]. — Pexxum pocTyma:
https://www.rsl.ru/.

6. HauwoHanbHas 3meKTpoHHast OnbroTeka [DnekTpoHHbIM pecypc]. — Pexxum goctyma: https:/xn--
90ax2c.xn--plai/viewers/.

7. HauuoHanbeHas ruiatdopma OTKpbITOro obpa3oBaHust npoed.ru [Ds1eKTpoHHBIN pecypc]. — Pexxum
pocryna: http:/npoed.ru/.

8. DnekrponHHoe obpa3zoBanue Pecrybivku BamkoprocTan [DnekTpoHHSIM pecypc]. — Pexxum

pJocryma: https://edu.bashkortostan.ru/.
9. HWudopmaimoHHO-TIpaBoBoi TiopTas ["'apaHT.py [3neKTpoHHbIN pecypc]. — Pexxum goctyma: http:/
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9.

www.garant.ru/.

ITporpaMmMHoe o0ecrieueHue

Bpayzep Google Chrome - BecriiaTHasi iviieH3us
https://www.google.com/intl/ru_ALL/chrome/privacy/eula_text.html

CucTemMa JUCTaHI[MOHHOTO 00yueHust Moodle - BecriatHast muiieH3ust
http://www.gnu.org/licenses/gpl.html

LIBREOFFICE - dorosop Ne0301400003023000002 ot 14.03.2023 (6eccpouHblit)
[Mporpamma mogenvpoBanus ceteit NetEmul - BecriiaTHast mutieH3ust
http://netemul.sourceforge.net/help/en/intro.html

daitnosiii MeHemkep DoubleCommander - becriiatHast nuiieH3ust
https://sourceforge.net/projects/doublecmd/

OnepaumonHas cucrema Astra Linux - Torosop 0301400003023000002 ot 14 mapra 2023
6eccpouHo

bpay3ep fIHzeKc, cepBUCHI sTHZIEKC: MeTpHKa, wordstat - becrniaTHast nuLjeH3ust
https://yandex.ru/legal/browser_agreement/index.html ccbijika Ha TULeH3UIO
https://yandex.ru/legal/metrica_mobile_agreement/index.html

[Tporpamma A/l cumynrpoBaHus U TiaHupoBanus cety GraphicalNetworkSimulator 3 -
BecninatHas nuiieH3vs
https://docs.gns3.com/1PvtRW5eAb8RJZ11maEYD9_aLY8kkdhgaMBOwPCz8a38/index.html
bpay3sep fAnzpekc - becrinatHas nuiensus https://yandex.ru/legal/browser_agreement/index.html

10. CrnipaBouHas [IpaBoBasi Cuctema "Koncynsrantlliroc” - [JoroBop Ne125818-C ot 28.04.2026

7. Onmcanue MaTepHa/IbHO-TEXHHYECKOW  0a3pl, HeoOXogumMoW  JIsA

OCyII[eCTB/IEHUsI 00pa30BaTe/IbHOTO MPOLeCCa Mo AUCIHUIITHHEe

HaumeHoBaHue
CrieLiaIM3upOBaHHBIX
ayUTOpUii, KAOMHETOB,
naboparopuit

Bup 3ansiTui

HanmeHoBaHue 000pyoBaHHUs,
MPOrpPaMMHOTO 00ecrieueHHst

Ayputopus 301 YnranbHblv 3a1
(a/1eKTpoHHbIN KaTtasior)(PM)

[ln1st caMoCTOSITeNTbHOM PabOTHI

KomristoTep, mebesib, IpUHTED,
ckaHep hp scanyet g2410.
[TporpammHOe obecrieueHve
1. Bbpaysep Google Chrome
2. LIBREOFFICE

Aynutopus 313(PM)

JlexunoHHas, CemuHapckas, s
KOHCY/IbTaLM, [1/19 KOHTposis 1
arrecralyu

Iocka, KomrboTep, Mebeb,
TIPUHTEP, MPOEKTOP, FKPaH.
[TporpammHoe obecrieueHve
1. Cucrema
JIACTAHLIMOHHOTO
obyuenus Moodle
2. IIporpamma
MO/IeTMPOBaHUs CeTel
NetEmul
3. OnepanoHHas cucTeMa
Astra Linux
4. bpay3sep AHgekc, cepBUCHI
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AHAEKC: METPHKa,

wordstat
5. bpaysep AHgekc
6. Bpay3ep Google Chrome
7. LIBREOFFICE
8. ®aunoBbI MeHeKep
DoubleCommander
9. Cnpasounas IIpaBoBas
Cucrema
"Koncynsrantllmoc"
Aynutopus 313 a(®M) st XxpaHeHus1 000py/[0BaHUS [IpoekTop.
Aynutopus 411(PM) JlexkiuonHast, CemuHapckasi, [Jnsi | Kommstorep, Mebesib, pOeKTop,
KOHCY/IbTaliy, [I/11 KOHTPOIS U | SKpaH.
aTTecTalyu [TporpammHOe obecrieueHue
1. ®DalnoBblii MeHeKep
DoubleCommander
2. Cucrema
JVCTaHLJMOHHOTO
o0yuenust Moodle
3. Ilporpamma
MO/Ie/TUPOBaHUS CeTein
NetEmul
4. Ilporpamma jjis
CUMY/IMPOBaHUS U
T/IaHUPOBAHUS CeTU
GraphicalNetworkSimulat
or3
5. bpaysep Augekc
6. bpaysep Google Chrome
7. LIBREOFFICE
Ayputopus 420(PM) st camocTositenibHOM paboThl | Kommbrorep, Mebernb, HeTOYK,

TIPUHTEP.
[TporpammHOe obecrieueHve
1. LIBREOFFICE
2. OmnepanjoHHas cucrema
Astra Linux
3. Bpay3ep Google Chrome
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